OME Approval 2700-0042

1. CONTRACT iD CODE BAGE OF PAGES
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1| 3
2. AMENDMENTIMOIBEICATION NO. 3. EFFECTIVE DATE 4, REQUISITIONAPURCHASE REQ. NO & PROJECT NG (I applicable}
151 See Block 16C. See Block 14 N/A

6 1SSUED BY CODEI G H 7 ADMINISTERED BY (i offer than ftem 6 CODE{

National Aeronautics and Space Administration
Goddard Space Flight Center

Wallops Flight Facility

Attn: Kimberley Sweep/Code 210.W/757-824-2363
Wallops island, VA 23337

8. NAME AND ADDRESS OF CONTRACTOR (No. Streef, counly, State and ZIP: Code) {4} | DA, AMENDMENT OF SOLICITATION NO
The Cube Corporation _
45665 Willow Pond Plaza 9B, DATED (SEEITEM 11}

Sterling, VA 20164

10A. MODIFICATION OF CONTRACTIORDER NGO

X NAS5-01080

0B, DATED (SEEITEM 13)

CODE [FACILITY cobe July 26, 2001
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

B The above numbered solicitation is amended as set forth in ftem 14. The hour and date specified for receipt of Offers [:] is extended, D is not extended.

Offers must acknowledge recaipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:

{a) By completing ltems 8 and 15, and returning one (1) copy of the amendment; (b} By acknowiedging receipt of this amendment on each copy of the offer submitted;
of (¢} By separate letter or telegram which includes a reference to the solicitation and amendment pumbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE
RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATA SPECIFIED MAY RESULT IN REJECTION OF
YOUR OFFER. ¥ by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or leter, provided each
telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and data specified.

12, ACCOUNTING AND ARPROPRIATION DATA ¢ reguired) BNC: GFE PPC: BX
TOTAL ESTIMATED COST: $151,515,670.00 TOTAL CONTRACT FUNDING: $107,728,120.35
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO, AS DESCRIBED IN ITEM 14.
(4) [A" THIS CHANGE ORDER IS ISSUED PURSUANT T0r (Specify atfhorty] THE CHANGES SET FORTH N ITEM 14 ARE MADE 1M THE CONTRACT SROER NG 11 ITEM 104

B THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation data, et} SET
FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103{b),

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

3¢ DOTHER Specify type of modification and authority)

X | This unilateral modification is issued pursuant to 52.232-22 Limitation of Funds (APR 1084)
E IMPORTANT: Contractor [ isnot, [} is required to sign this document and return copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF saction headings, including soliciation/contract subject matter where feasible }

1. The purpose of this modification is to change funding for the subject contract.

{Continued on Page 2)

Sxcept at provided herein, afl terms and conditions of the document referenced in ltem 4 or 104, as heretofore changsd, remains unchanged and in full force an! effect.

15A. NAME AND TITLE OF SIGNER  (Type or print} 16A. NAME AND TITLE OF CONTRACTING OFFICER  (Tvpe or print)
James R. Dolan
15B. CONTRACTOROFFEROR 15C. DATE SIGNED  |16B. UNITED STATES OF AMERICA 16C. BATE SHGNED
{Signature of person authorized to sign} BY —Onglnal Stgned—-———- 12/26/2005
{Signature of Conlracting Officer)
NSN 7540-01-152-8070 30-105 STANDARD FORM 30 (REV. 10-83)
PREVIOUS EDITION UNUSABLE Computer Generated Frescribed by GSA

FAR (48 CFR) 53243



NASS5-01080

Modification 151

2. Section B, Paragraph B.9 — Contract Funding,

follows:

Page 2 of 3

BASELINE ]
FROM BY TO
Target Cost $61,311,390.77 | $29,559.24 | $61,340,950.01
Target Fee (5.5%) $3,372,126.49 $1625.76 |  $3,373,752.25
Total Funds Obligated $64,683,517.26 | $31,185.00 | $64,714.702.26
10IQ
FROM BY 7O
Target Cost $40,721,059.35 |  $40.953.06 | $40,771.012.41
Target Fee (5.5%) $2,239,658.26 $2.747.42 | $2,242,405 68
Total Funds Obligated $42,960,717.61 $52,700.48 | $43.013,418.09
BASELINE & IDIQ TOTAL
FROM BY TO
Target Cost $102,032,450.11 $79,512.30 | $102,111,962.42
| Target Fee (5.5%) $5.611,784.76 $4,373.18 |  $5.616,157.93
TOTAL OBLIGATED $107,644,234.87 |  $83,885.48 | $107,728.120.35

TOTAL CHANGE IN CONTRACT FUNDING: $83,885.48.

The period of performance covered b

April 22, 2006.

y the obligation of allotted funding is extended to

is hereby changed to add an increment of funds as




NAS5-01080

Modification 151

3. ACCOUNTING AND APPROPRIATION DATA

Page 3 of 3

OBLIGATE:
BASELINE:
PR NUMBER AMOUNT S0WwW
4200139083 $ 30,000.00 12
4200140191 $ 1,185.00 7
TOTAL BASELINE $ 31,185.00
IDIQ:
PR NUMBER AMOUNT TO
4200140191 $ 50,000.00 4-38-2008
4200140191 3 700.00 5-11-2005
4200140191 3 2,000.48 5.2-2006
TOTAL 1DIQ $ 5270048
TOTAL OBLIGATED $ 83,88548

4. No other changes to the subject contract are made by issuance of this modification.

(End of Modification)
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OME Approval 2700-00472

T CONTRACT 1D CODRE PAGE OF PAGES
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1t | 3
2. AMENDMENT/MODIFICATION NG, 3. EFFECTWE DAYE 4. REQUISITIONAPURCHASE REQ. NO, 5 PROJECT NG. {if applicable}
152 See Block 16C. See Block 14 N/A

8 ISBUED BY CDDEg 210H 7. ADMINISTERED BY (¥ ofher than lfem §) CODE;

National Aeronautics and Space Administration
Goddard Space Flight Center

Wallops Flight Facility

Attn: Kimberley Sweep/Code 210 W/757-824-2363
Wallops Island, VA 23337

8 NAME AND ADDRESS OF CONTRACTOR (No. Streed, county, State and 2i8; Code} 4} {9A. AMENDMENT OF SOLICITATION NG
The Cube Corporation
45665 Willow Pond Plaza SE. DATED (SEE ITEM 11)

Sterling, VA 20164

10A. MODIFICATION OF CONTRACTIORDER NO

X NAS5-01080

10B DATED (SEE ITEM 13;

CODE [FaciLiTY Cope July 26. 2001
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

E] The above numbered solicitation is amended as set forth in ltem 14. The hour and date specified for receipl of Offers [:] is extended, D is not extended,

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:

{a) By completing tems 8 and 15, and feturning one (1) copy of the amendment; i) By acknowledging receipt of this amendment on each copy of the offer submitted:
or {c} By separate letter or telsgram which includes a reference to the solicitation and amendment numbers. FAILURE OF YCOUR ACKNOWI.EDGMENT 10O BE
RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRICR TO THE HOUR AND DATA SPECIFIED MAY RESULT IN REJECTION OF
YOUR OFFER. If by virue of this amendmant you desire to change an offer already submitted, such change may be made by telegram or lefter, provided each
talegram or letter makes reference fo the solicilation and this amendment, and is received prior to the apening hour and data specified.

2. ACCOUNTING AND APPROPRIATION DATA /¥ reuired) BNC: GFE PPC: BX
TOTAL ESTIMATED COST: $151 ,515,670.00 TOTAL CONTRACT FUNDING: $108,985,205.35
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRAC?S:’ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.
() |A THIS CHANGE ORDER 1S ISSUED PURSUANT TO' (Specily aulhority] THE CHANGES SET FORTH N TTEM T4 ARE MADE T THE CONTRAGT CRDER NG 11 ITEM 104

B, THE ABOVE NUMBERED CONTRACT/ORDER 1S MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation data, efe.) SET
FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b)

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF

3] OTHER Specify type of modification and aithority)

X'|' This unilateral modification is issued pursuant to 52.232-22 Limitation of Funds (APR 1984)

E. IMPORTANT: Contractor [ is not, [1 is required to sign this document and return copies to the issuing office.

14 DESCRIPTION OF AMENMDMENTMCDIFICATION (Organized by UCF section headings, fncluding soliciationfontract subject matter where feasibls ]

1. The purpose of this modification is to change funding for the subject contract.

(Continued on Page 2)

Except at provided herein, all tanms and conditions of the document teferenced in ifem BA or 104, as heretofore chahged, remains unchanged and in full force and effect

154, NAME AND TITLE OF SIGNER  {Tvpe or prini) TEA. NAME AND TITLE OF CONTRACTING OFFICER {Type or print}
Pamela J. Taylor
158 CONTRACTORICEFEROR 15C DATE SIGNED  [16B  UNITED STATES OF AMERICA 18C. DATE SIGNED
{Signature of person authorized 16 sign) BY ___._._O{iglnaf S'gnedw_ C1M7/2006
{Signalturs of Contracting Officer)
NSN 7540-01-452-8070 0105 STANDARD FORM 30 (REV. 10-83)
FREVIOUS EDITION UNUSARLE Computer Generated Presoribed by (GSA

FAR {48 CFR) 53243




NASE-01080
Modification 152

2. Section B, Paragraph B.9 — Contract Funding, is hereby changed to add an increment of funds as

follows:

Page 2 0of3

BASELINE
FROM BY TO
Target Cost $61,340,950.01 | $899,796.21 | $62,240.746 22
Target Fee (5.5%) $3,373,752.25 $49,488.79 | $3.423,241.04
Total Funds Obligated $64,714,702.26 | $940,285.00 | $65,663 987.26
IDIQ
FROM BY TO
Target Cost $40,771,012.41 |  $291,753.55 | $41,062,765.96
Target Fee (5.5%) $2,242,405.68 $16,046.45 |  $2258,452.13
Total Funds Obligated $43,013,418.09 | $307,800.00 | $43,321,218.09
| BASELINE & IDIQ TOTAL
FROM BY TO
| Target Cost $102,111,962.42 | $1,191,549.76 | $103,303,512.18
Target Fee (5.5%) $5.616,157.93 |  $6553524 | $5,681,693.17
TOTAL OBLIGATED $107,728,120.35 | $1,257,085.00 | $108,985,205 35

TOTAL CHANGE IN CONTRACT FUNDING: $1,257.085.00.

The period of performance covered by the obligation of allotted funding is extended to
May 9, 2006.



0 0 0 0 o

NAS5-01080 Page 3 of 3
Modification 152

3. ACCOUNTING AND APPROPRIATION DATA

OBLIGATE:
BASELINE:

PR NUMBER AMOUNT SOW
4200140861 $ 500,000.00 10
4200140861 $ 250.00 2
4200140861 $ 52500.00 3
4200140861 $ 11,400.00 14
4200140861 $ 22700.00 15
42001408861 $ 8,300.00 16
4200140861 $ 220000 12
4200140861 $ 16,050.00 &)
4200140861 $ 3,360.00 7
4200140861 $ 1,625.00 7
4200141752 $ 215,000.00 10
4200141752 $ 27.000.00 7
4200141752 $ 52,000.00 8
4200141752 $ 3700000 g

TOTAL BASELINE $ 94938500

IDIQ:

PR NUMBER AMOUNT To
4200140740 $  2,500.00 15-16-2006
4200140861 $ 13,400.00 2-9-2006
4200140861 $ 900000 4-25-2006
4200140881 $ 451200 14-2-2006
4200140861 $ 568200 14-5-2006
4200140861 $  4153.00 14-7-2006
4200140881 $ 12,191.00 15-5-2006
4200140861 3 5,732.00 15-7-2006
4200140861 3 251.00 15-8-2006
4200140861 $§ 5179.00 15-10-20086
4200140861 $ 5200.00 5-4-2006
4200141752 $ 240,000.00 10-2-2006

TOTAL 1DIQ $ 307,800.00

TOTAL OBLIGATED $1,257,185.00

4. No other changes to the subject contract are made by issuance of this modification.

(End of Modification)




OME Approvial 2T00-0042

1. CONTRALT 1D COBE PAGE QF PAGES
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1| 3
2. AMENDMENTAMODIFICATION NO. 3. EFFECTIVE DATE 4 REQUISITION/PURCHASE REQ. NG 5 PROJECT NO. (if applicabie)
153 See Block 16C. See Block 14 N/A

& ISSUED BY CO{)Et 2104 7. ADMINISTERED BY ¢F other than fam 6) COE}E‘

National Aeronautics and Space Administration
Goddard Space Flight Center

Wallops Flight Facility

Attn: Kimberley Sweep/Code 210.W/757-824-2363
Wallops Island, VA 23337

—é NAME AND ADDRESS OF CONTRACTOR (No. Street, counly, State and 28 Crxfa} ) [9A AMENDMENT OF SOEICTTATION NO.
The Cube Corporation
45665 Willow Pond Plaza %8, DATED (SEE /TEM 11)

Sterling, VA 20164

10A MODIFICATION OF CONTRACTIORDER NO.

X | NAS5-01080

10B. DATED (SEEITEM 13)

CODE lFACiLETY CODE July 26, 2001
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS -

B The above numbered solicitation is amended as set forth in item 14. The hour and dale specifiad for receipt of Offers D is extended, [] is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified i the solicitation or as amended, by one of the following methods:

(&) By completing ltems & and 18, and returning one (1) copy of the amendment; (b) By acknowiedging receipt of this amendment on each copy of the offer submitied:
of (c) By separate lefter or telegram which includes a reference fo the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE
RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATA SPECIFIED MAY RESULT N REJECTION OF
YOUR OFFER. if by viflue of this amendmant you desire to change an offer already submitied, such change may be made by telegram or letier, provided each
felegram or feter makes reference to the solicitation and this amendment, and is received priof to the opening hour and data specified.

12, ACCOUNTING AND ARBROPRIATION DATA 1 required) BNC: GFE PPC: BX

TOTAL ESTIMATED COST: $151,515,670.00 TOTAL CONTRACT FUNDING: $109,967,205.35

13. THIS ITEM APPLIES ONLY TO MODIFICATICNS OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.
) [A THIS CHAMGE ORDER IS ISSUED PURSUANT TO' (Specify authordy} THE CHANGES SET FORTH IN ITEM 14 ARE MADE N THE CONTRACT ORDER Mo T TTEM T0A

B THE ABOVE NUMBERED CONTRACTIORDER IS MODIFIED TO REFLECT THE ADMBISTRATIVE CHANGES (sueh as changes in paying office, appropriafion data, efe ) SET
FORTH I ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103{b}.

. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF

o GTHER Specify type of modification and authority}

X | This unilateral modification is issued pursuant to 52.232-22 Limitation of Funds (APR 1984)
E. IMPORTANT: Contractor isnot, [ is required to sign this document and return copies fo the issuing office.

14 DESCRIPTION OF AMENDMENTSODIFICATION (Organized by UCF sectisn headings, Whetuding solicdationconiract subpect matter where feasible.)

1. The purpose of this modification is to change funding for the subject contract.

(Continued on Page 2)

Except at provided harein, all terms and conditions of the doecument referenced in Her A or 104, as herstofore changed, remains unchanged and i ! force and effect
15A. NAME AND TITLE OF SIGNER  (Type or print} 16A. MAME AND TITLE OF CONTRACTING OFFICER (Type ar pint}

Ray A. Stevens

158 CONTRACTOR/OFFEROR 15C. DATE SIGNED  [16B UNITED STATES OF AMERICA 18C. DATE SIGNED
. - 8y Original Signed 02/02/2006
{Signature of person authorized o sign) (ionatur > vy 2
NSH 7540-01-152-8070 30-10% STANDARD FORM 30 {REV. 10-83}
FREVIOUS EDITION UNUSABLE Computer Gensrated Preseribed by GSA

FAR (48 CFR) 53 243



NAS5-01080
Modification 153

Page 2 of 3

2. Section B, Paragraph B.9 - Contract Funding, is hereby changed to add an increment of funds as

follows:

BASELINE
FROM BY TO
Target Cost $62,240,746.22 | $639,810.43 | $62,880,556.64
Target Fee (5.5%) $3,423241.04 | $35189.57 |  $3,458.430.62
Total Funds Obligated $65,663,987.26 | $675,000.00 | $66,338,987.26
| iDIQ
FROM BY TO
Target Cost $41,062,765.96 |  $290,995.26 | $41,353,761.22
Target Fee (5.5%) $2,258,452.13 | $16,004.74 | $2,274,456.87
Total Funds Obligated $43,321,218.09 | $307,000.00 | $43.628,218.09
BASELINE & IDIQ TOTAL
FROM BY TO
Target Cost $103,303,512.18 |  $930,805.69 | $104,234,317.87
Target Fee (5.5%) $5681,693.17 |  $51194.31 |  $5,732,887.48
TOTAL OBLIGATED $108,985,205.35 |  $982,000.00 | $109,967,205.35

The total amount of funds obligated per this modification is: $992,000.00.

The total amount of funds deobligated per this modification is: {$10,000.00)

TOTAL CHANGE IN CONTRACT FUNDING: $982,000.00.

The period of performance covered b

May 22, 2006.

y the obligation of allotted funding is extended to



NAS5-01080
Modification 153

3. ACCOUNTING AND APPROPRIATION DATA

OBLIGATE:
BASELINE:
PR NUMBER AMOUNT SoOwW
4200143142 $ 6500000 2
4200143142 $ 70,000.00 6
4200143142 $ 200.000.00 3
4200143820 $ 340,000.00 11
TOTAL BASELINE $ 675000.00
IDIQ:
PR NUMBER AMOUNT T0 N
4200141290 | $ 30,000.00 4-52-2006
4200142593 $ 20,000.00 4-53-2006
4200143142 $ 901500 2-15-2006
4200143142 $ 11,989.00 2-16-2008
4200143142 $§ 18,996.00 2-20-2006
4200143142 $ 10,000.00 4-19-20086
4200143142 $ 10,000.00 4-20-2006
4200143142 | & 5,000.00 4-50-2006
4200143142 = § 25,000.00 5-10-2006
4200143142 $ 50,000.00 3-14-2008
4200143142 $ 15,000.00 4-22-2006
4200143142 $ 50,000.00 4-21-2006
4200143676 $ 20,000.00 1-03-2006
4200143676 $ 30,000.00 1-04-2006
4200143920 | $ 12,000.00 15-11-2006
TOTAL IDIQ $ 317,000.00 n
TOTAL OBLIGATED $ 992,000.00
DEQBLIGATE:
IDIQ:
PR NUMBER AMOUNT SOWITO
4200070412 $ (10,000.00) 4-19-2004
TOTAL DEOBLIGATED $ (10,600.00)

4. No other changes to the subject contract are made by issuance of this modification.

(End of Modification)

Page 3 of 3



R A A PP E

AMENDMENT OF SOL!C?TATION/MOD%FICATIDN OF CONTRACT [ 1 CONTRACT 1D COBE Pfgﬁz(s)

i
2 AMENDMENTIMODIFICATiON NO. | 3 EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. ’ 5. PROJECT NO, {if applicable)

154 | See BIk léc See BIk 14 As Applicable
JED BY 7. ADMINISTERED BY {If other than Hern &)
NASA

Goddard Space Flight Center
Wallops Flight Facility
Wallops Island, VA 23337

et

8. NAME AND ADDRESS OF CONTRACTOR {Na,, street, county, State and ZiF Code} {) ‘ 8A. AMENDMENT OF SOLICITATION NG,

The Cube Corporation ,

|
, Sb. DATED (SEE ITEM 17§

’ o
45665 Willow Pongd Plaza ’
Sterling VA 20164 o
j 10A. MODIFICATION OF CONTF?ACT/GRDER
’[ - L NO; NAS3-01080
CODE; FACILITY CDDE: 7 ! 10B. DATED (SEE ITEM 13);. 07-08-01

1. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SCLICITATIONS

[ | The above numbered solicitation is amended as setforth in ltem 14, The nour and date specifieg for receiptof Gffers | g axtended, | |is not extended,

Cffers must acknowledge receipt of thig amendment pricr to the haur and date specified In the selicitation or a amended, by one of thefollowing methods: (a) By completing ttems
8 and 15, and returning capies of the amendment; (b) By acknowledging receipt of this amendment on 2ach copy of the offer submitted; or (o) By separate letter or
telegrant which includes 5 reference o the solicitation and amendment numbers, FAILURE OF YouR ACKNOWLEDGEMENT TO BE RECENVED AT THE FLACE DESIGNATED
FOR THE RECEIPT OF OFFERS PRICR TG THE HOUR AND DATA SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. i By virtue of this amendiment you desire o
shangs an offer already submitted, sush change may be made by tetegram o letter, provided each telegram or letier makes refarencs 1o the solicitation ang thig amendment, andg is
received prior tn the Spening hour and date spacified.
1z. ACCOUNTING AND APPROPRIATION DATA (TF reguired} pC /BNC: BX/0rG
"AL ESTIMATED COST: $151.515,670.00 TOTAL CONTRACT FUNDING: $ 108,985 205 35

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

{3 A THIS CHANGE ORDER 13 ISSUED PUBSUANT TO: (Spacify authority) THE CHANGES SET FORTH INITEM 14 ARE MADE IN THE
CONTRACT ORDER NO: IN ITEM 10A,

g B. THE ABCVE NUMBERED CONTRACT/CEDER 18 MODIFIED TO REFLECT THE ADMINISTBATIVE CHANGES {such as changes in paying
} office, appropriation date, ele.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 42.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTC PURSUANT TO AUTHORITY OF FAR 52.243-2 Changes ~ Cost Reirmbuwsable

D. OTHER (Specify type of mediication and authority}

E. IMPORTANT: Contractor [ Tis not, I X 118 required to sign this decument and return 3 copiss to be issued office.
14. DESCRIPTION OF AMENDMENT/MODiFICAﬂON {Crganized by UCE section fhieadings, inciuding solicitation/contract subfect mater where feasible, y

EXCEnt as provided hersin, aff terms and conditions of the docurmant ferancad in ftem 94 or 10A, as herstofore changed, ramaing undnangee and in il foroe ang affact,

L The purpose of this modification is to revise SOW 10, Security Serviges to clarify the physicai qualifications requirements in
paragraph 10.16.2.

{Continued on page 23

15A, NAME AND TITLED OF SIGNER (Type or pring) 16A. NAME ANB TITLE 6F CONTRACTING OFFICER {Type or print)

ey, M. e Rogmpm MANARGr, |
DNTRACTORIOFFEROR 15C. DATE SIGNED | 768, UNIED STATES OF AMERG; 16C. DATE SIGNED
{

; m%ufﬁm; ,f !/ Z‘b/ £e06 o Otficer) & iog )2 D?C,O C/
e NN S

§4O-01*152ﬁ8070 STANDARD FORM 30 (REV. 10-a3)

BY o




slock 14 DESCRIPTION (Continueq)
R E T ION

Z. This medification is issusd 0 clarify SOW

&

2.

10 regarding the Fhysical Q
Lages are
Thisis ano cost modification,

No other changes 1o he subject contrac: are

Contract NASS.01 080
Modification 154
Page 2 of 2

vaiifications for armec Security personnal

made by issuance of this modification,




P PAA RIS

o P B

0 SECURITY SERVICES

10.1 Generaj information

Introduction: The overall CUrity mission of NASA’s GSFC'g WFEF is the Protection of federa) Government
£33pts {sersomefﬁ equipment, materiais, facilities, and infc-rmatfon) on the arpag specified. Security services arg
required 24 hoyre per day, 385(366) days a year,

NASA's GSFC's wir is the host “rganization. NASA's GSFC's WEF s respensible for maintaining a secyre
infrastructurs that enableg NASA ang a variety of Crganizations 1o perform a wide range of federay, state, ang
commercia] funct;‘ons, all within the realm of public interest and benefit. Tenant activities with assels to he
protectaq includs, byt are not imited 0, federal and state agencies: Dept. of Commerca (NOAA), PDept. of
Defense, (Navy, Surface Combat Systams Center (SC30)) & (Navy, NAWD, Patuxent River, MD), Dept. of
Transportation (USCg, Group Chéncoieague), and the Comrmonwealth of Virginia, (Virginia Commerciaj Space

Flight Authority),

Fiequirement:
T

4. The Contracior shall furnigh aJ) labor, supervision, materials, equipment, franspmation, and management
Recessary io Provide Security services in accordance with ssCurity referances, insfructions, djrectives, and the
requirements specified herain, These services include, but are not limited 1o Quard services, Lerimeter
Security, access conirol, receptionist services, visitor contral, badaing, traffie Controf, locksmith Servicas,
accident invesfigations, and assistance with crimina) investigations.

b. The Contractor shall provide sufficient relief 1o aliow for mea! and rest breaks, and st ensure that af
unfformed Posts have tcontinuous Coverage during breaks in accordance with thig Contract, The Supervisor or
any other security guard assigned to ancther “ixogr bost (as defined in the contract) may not be used for this

purposa,

. The Contracior Shall perform aj WOk in accordancs with references, directivag, ”Govemment~apprc;ved
operations procedureg nlans”, Security Standard Operaiz’ng Procedureg (S0P} and thig subsaction,

d. The Cortractor shay SoOmMply with al applicable codes and regulations governing Security guary services in the
Commenweaith of Virginia.

. The Contractor shall Comply with ay dérectives/references. and apslicaple SOPs in the Perfarmance oi ¢ is
tontract, The Cantractor shaill maintain & CUrTent copy of the S0P g 2ach guard post or position. A detailed
review of the Sop shajl he provided ag part of each employee's injtjz! training and each time the SOpP ig
modified. Ng employee shall he assigned to duty uniess he/she is thoroughiy knowfedge—abi@ of and
understands the SOP. The SOP will be modified pericdically to reflect required changes in the Govemment‘s
guard services poilcies ang Procedures. Specia Orders ars short tarm or one-time changes to the SOP, The
current or most "ecant edition will hg used. Should 5 mandatory dérectivefreference be fevised, the Contractor
Shall COMply with the fequirement of the revision at no additional cost 1o the chemment urless such
changes regylt Inan increase or decraase in contract requiremenis. Where directives or referances between

agencies appear 1o sSpecily differant 'éGuirements, directives of the dgency that is the direct recipient of the

service will be used, as applicable. Whera directives or referances brovided by differant dgencies addrass

"EQuirements applicabie 1o safety, the mora siringent fequirement will be the standard, uniess Ctherwise
Specified by the cognizant Government agency repraseniative.
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incidenis Involving serious injury or dsath, Catastrophes, major accidents, fires, crimes, terrorist incidents, or
Nieh involve a serious Dreach of security, or other ncidents that the Government may designate to the _
Wracter, require a preiimnary verbal report within 5 minutes of Contractor notification of the incident, 1o the
—J. Deliverabies listea here and elsewhere in the contract must he pressnted not more than 24 hours after a
routine incident. Specified complex deliverabies must be presented o the Government within 5 working davs, or
as mutually agreed to by the Government ang the Contractor with urigue, longer-term requirements.

Slandard: Aj requirements are verformed accurately, in a timely manner, and in accordance with all references,

directives, and SOPs,

10.2  Security Management, Supervision, and Administrative Services (Category 1)
Requirement: The Contractor shall:

a. Operate a security headquarters 1o perform the admiristrative support for guard services, badging, support for
personnal security, fingerprinting of personnel, and other administrative functions.

b. Brief alt security personnel on any pertinent information pertaining to their post/posiiion,
¢, Inspsct Security personnel for uniform and appearance standards.

d. Establish g Reception Center and identification Section in Building N-127 sor emplovees and visitors entering
the WFE, The Reception Center (Building N-127) is Incated al the entfrance io the Main Base. Al badging
and fingerprinting are done &t this focation and visiters to the WFF are processad here for access to the Main
Base, the Mairland, and Wallops istand, The Reception Center shall he staffed continucusly, 24 hours per
day, 7 days per week, 385(3686) days per vear. The identification Section shall bs staffed sontinuously during
normal business hours, 6730 to 1615, .

Establish a satellite Reception Office in the Navy headguarters, Building R-30, 1o Operale Monday through
Friday during norma! working hours.

f. Provide'emp%oyeef’vésétor control for the WFF, Operate, maintain, and control a system of identification for
gmplovees, visiters, and vehicles. inciudes issuance and database maintenance of badges/keyeards.

Provide badge/‘key{:ard assembly, issuance, and tracking,

©

n. Operate 2 security management information system with responsibility of entering data, maintaining
databasss, and providing reporis on locks/kays, badges, Keycards, decais. employee fies and incident
reporting systems. This Security Information System includss but is not fimited to the Security Information
Systern (SIS), the Locator Information Services Tracking System (LISTS), the Electronic Access Control and
Intrusion Detection Systems (EACI 23}, and internal databases. {Categery 1)

i, Frepare and issue temporary, permanent, and visitor badges to empioyees and visitors.
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Standard: Al ra direments are performed accurately, in a timely manner, and in accordance with ail references,
el Fid b 7
ractives, and SOPs.

J.2.1 Identification Section Services
Requirement: The Contracior shall:
aggtirement

a. Prepare and issue Permanent, temporary, and visitor badges using SIS and LISTS. Prepare and issue
keyeards using EACIDS. The Government provides the datzbases. The control of badges/keycards shall
include logging, reporting, and filing all transactions and invalidating af lost and/or unaccounted for
badges/keycards, .

" Provide notice to Centractors and tenants of expired badges and kaycards, including follow-up; provide
coordination of foreign national visitors; support meeatings with badging services at locations on the WF F:and
process other badges as required,

o

C. Ensure afi Govemment—fumished equipment and materials issued by ihe Goddard Security Office (g.q.,
badges, keys, keycards, 8ic.) are retumed and/or accounted for at the time of an empioyee's termination.
SIS, LISTS, and EACIDS shall be centinually maintained with status changes for individuaie.

d. Information shall pe entered.into SIS and EACIDS and updated in LISTS with no errors. Corrections shall pe
made immediately when notified of errors and/or changes.

Standard: Ai!r requiremenis are nerformead accurately, in a timely manner, and in accordance with all references,
directives, and SOpPs.

10.2.2 Fingerprinﬁng Services

2yUcijon
conducting background

eduction: itis a requirement that Wer personnel be fingerprinted for the pUrpose of the Government
investigations.
Regquirement: The Contracior shall fingerprint WrFrE personnel when required by the CO,

Lxdtirement

Sltang'ard: AH_ requirements are performed accurately, in a timely manner, and in accordance with all referencas,
directives, and SOPs.

10.2.3 Lostand Found
introduction: Found personally-owned property is generaily turned inte the Facility Operations Manager of the
HOauciion }

building in which the term was found. However, found Property may be turned into the WER Security Office as
well, '

a. Provide a central lost and found,
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b, Maintain a Jigt of lost items, accept found tems, and secure them uny! hey can be ransferred to
authorized personnel or o the CO for dispostition,

i

& Befully responsible for tems in the Contractor's possession.

0. Make Bvery effort to identify the owner and return the preperty to is rightiu! awner in & timely manrer.

¢ Document and record the fecovery, track the item, and arrange for the appropriate disposition,

S_tan;lard: All requirements are zerformed accurately, in a timefy manner, and in accordance with ail references,
directives, ang S0Ps,

10.3 Security Surveys/inspections

Requirement: The Centracior shajl:
azgdirement

a. Conduct physicar security surveys and nspections to identify security Weaknesses and recommend
appropriate safeguards and physical security devices,

b. Conduct prefiminary nvestigations of reported thefts, to include gathering information, interviewing witnesses,
taking statements, and precaring appropriate reports of investigation.

(¥

Assist in law enforcemant interagency liaison o include plans and agreements with local law enforcement
agencies, '

d. Provide investigative SURROrt 1o conduct incident and Special investigations.

Assist in the Presentation of and conduct security awareness/crime prevention briefings 10 WEF ampiovess.,

Stanqard: Aﬂ‘ requirements are performed accurately, in g tmely manner, and in accordance with afl references,
directives, and SCPs,

10.4  Operations Procedures Plan

Reguirement: Ths Contractor shali devealop an Cperations Procedures Plan for the provision of Becurily servicesg
at WFF. The objective is to perform security services in accordance with written and bound procadures 1o ansure
that WFF is providad Guaiity, refiable and efficient security services. The plan shail be developed using the
following guidelines: {1} existing NASA, GSFC, WFF, and Navy SCS0 Security SOPs, (2) federal guidelines
specifisd in the U.S Caode for NASA, DOC, BOT, and DOD authority and jurisdiction. The Plan shall address:




Any special instructions and Security SOPs to be used in performing security services at WFF, observations
{0 be made, spacial rounds and pairols, escort procedures inciuding VIPs, brocedures for various threat
condiitions, orocadures for handiing trasfic accidents and criminal activity and emergency conditions,

b Radio procedures, cal signs, and various poinis of contact,

<3

Schedulss for known reCuUrTing work, such as roving patrols and the posting of guards,

£,

Safety and accidant Drocedures,

e.  Submit a draft infta clan to the Centracting Officer (CO) for approval at least thirty (30) days prior to the
cortract start date. The initial Plan should incorporate existing WFF and Nawvy SCSC documentation,
procedures, and standards pertinent to this subsection. The Contractor shail review the Plan at lsast
Guarterly, make updates, and resubmit the updated Plan (or a written memorandum validating that the
existing plan is still accurate in ail respects) to the 0O “or approval by the third work day of the start of each
quarter. Deviation from the approved Operation Procedures Plan ang SOPs is acceptabie only with the
aporoval of the O,

L. Provide input into drafting new Government operating procedures for Consideration by the Government.

Standard: The Contractor shaj perform all Reguirements accuralely, in a timely manner, and in accordance with
“all references, directives, and SOPs.

10.5  Training
Tequirsment: The Contractor shafl-

Provide for the training of uniformed guards, receplionists, and locksmiths,
0. Ensure that ajf security personnel shall be trained in accordance with the requirements listed herain.

c. Develop, implement, Manage, and enforce a training program for all security force Fersonnel, inciuding
uniformed, Supervisory, adminisirative, and technical personnel, to include on-the-joh training, an orfentation
training orogram for naw @mpioyess, g refresherfin-service training program for all security personne!.

d.  Submit, within 10 calendar days after contract award, the Broposed training plan to the 0O for review and
approval. The fraining plar shall include the foliowing, at a2 mirdmum, for Crientation, in-Service, and
Firearms Proficiancy Training (if applicable) requirsments: ‘

{1} Name and location of raining facilities. raining faciiity is not an institute accredited to provide such
raining, names and qualifications of instructors shall be ncludead,

2
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(2} Dates/Times training cowrses ars to he presentad,

(3) The Government reserves the right (o reject the training plan # it determines that training facilities are
nadequate and/or ingtructors are not gualified to nrovide such training. I the training nlan is ralectad,
the Contractor shall submit a new training olan within 10 calendar days. Revisions 10 the approved
raming pian shall be submitted to the CO for review/approval within five calendar days of such revision.
In the event of personrei turnover, new Contractor empicyaes must complate training under the
Contractor's then current training pian. The Governmert raserves the rightto audit all or part of
Contractor provided training courses,

& In-zervice training. Written verification that &li personnel have successfully compieted ali required training.
Provide sach employee with 40 hours of required initial (orientation) training and 24 hours of annual training
must be submitted to the GO within 3 WOrking days of completed training. Orlentation fraining must he
completed within 30 days from date of hire,

Stanqard: Al requirements are performed accurately, in a tmely manner, and in accordance with all references,
directives, and SOPs,

10.6 Access Control
Introduction: The purpose of access control is o limit access 1o the WFF and its facilities to authorized personnei
and vehicles. It is the policy of NASA 1o regulate visits and control visitors to NASA instaitations. To accompiish
this objective, formaj requirements and procedurss have been established for autherized access and
identification. Al personnel are required fo present 1o the guard upon entry and will disolay at all times while on
Certer an authorized, vaiid NASA, GSFC, or WEF identification badge.

“eguirement: The Contracior shall provide access controf at NASA's GSFC's WEF in accordance with Security
Ps ang the following paragraphs:

& Protect security areas against unauthorized access.

b, Deter and report unauthorized personpal or vehicular entry into arsas designated by the CO.

¢. Control access to the WEF by assuring positive identification by verification of authorized identification media.

d. The Contractor shall provide uniformed personnel to conirol access and direct tfraffic 1o the WFF at the Main
Gate and at the Wallops Island Gaie 24 hours a day, 365(366) days a year. The Coentractor shail deter and/or
prévent all unauthorized persons and vehicles from gaining or attermpting 1o gain access to the WER

&. The Contractor shall aiso open and staif other gatss for authorized aceess.

. The Contractor shall not aflow Unauthorized access 0 the facility or compromise of seclra/Classified
rEsoUrcas,




Authorized personnel or vehicles shall be allowed entry within cne minute after arrival and the Contractor
shall minimize traffic congestion during peak pericds of personnel arrivals and depariures.

b All work shali be performed in accordance with the NPG 1620.1, Security Procedures and Guidelines; GHR

1600.1, GSEC Security Manual: ang all other applicable NASA, GSFC, ang WrE regulations, policies, ang
broceduras.

L Allgates shall be ciosed to inbound traffic and locked, and an "afl secyure® report made in accordancs with the
specific proceduras contained in the SOP within two minutes of notification by the shift supervisor,
Althorization for closing the gates ramains with the Governmert.

I All gates shall he closed to outhound trafie and locked, and an "all seours” report made in accordance with
the specific proceduras contained in the SOP within two minutes of notification by the shift supervisor.
Autherization for closing the gates remains with the Government,

K. The Contractor shall iock and uniock gates, buildings, and rocms and shall respond io lock/uniock requests
within 15 minutes {emergency situations or other unicreseen operational requirements may occasionally
delay this servics).

I The Contractor shall maintain a record of all nonscheduled Gate/building/room openings/closings.

Standard: Al requirements are performed accurately, in a timely manner, and in accordance with aj| references,
directives, and SOPs.

10.6.1 Visitors

"troduction: Accass to the GSFC is rastricted to authorized personnel, Persons who are not in possession of &
d NASA, GSFC, or WEE identification badge, shall he processed as visitors,

Reguirement: Visitors shall be processad and cadges shail be mads and Issued-in the Reception Center or
other area designated by the CO. The Reception Center and the designated Navy Satsllite Reception Office shall
be staffed with. bersonne! skilled in communicating and dealing with the pubiic and Knowledgezbis in the policies
and procadurss for visitors’ access onto the WFEF. All visitors shall be procassad through these faciities as
quickly as possible and shall be approved and authorized prior to D&ing permitted access onto the WFF,

S(tanc'iard: All requirements are periormed acsurately, in a timely manner, and in accordancs with )l references,
directives, and SOPs.

10.6.2 Visit Requests

Introduction: Visit Fequests (or Visit Authorization Letters) when it is anticipated that ciassified information will
be disclosed Cunng & visit to the WEE, ~
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Requirement:

The Contractor shall receive visit requests and/or clearance verifications from Centractors and visitors from

other federal agencies or private organizations and provide level of clearance verification in response o

telephonic requests. A cepy of the Visit Request shall he forwarded to the NASA point of contact,

b, The Contractor may be required to provide access control to other areas on the Centar; Ls., Range Contro
Center and/or conference rooms during classified operations/meetings. A list of names of authorized

personnel is generally provided to assist security personnel in knowing who is authorized access to the areas.

Information from the visit requests and clearance verifications shall be maintained in the electronic database
In accordance with the SOPs.

&

Standard: Al requirsmants are performed accurately, in a timely manner, and in accordarce with all refarences,
directives, and SOPs.

10.6.3 Foreign National Visits

Introduction: Forelgn National Visitors are authorized access onto the WEFE only with the prior approvai of the
CO. '

Reguirement. The Contracter shall coordinate visits by foreign nationals and shall prepare and issue appropriate

badges,

Standard: Al requirements ars performed accurately, in a timely manner, and in accordance with al! references,
directives, and 80Ps,

.4 Airport Security

Introduction: The WFF alrport is used by NASA and cther federal governmaent emplioyses, military personnal,
private businesses, and tha general public for the landing of aireraft {either on a routine, one-time, or emergency
basis).

Requirement: The Contractor shall coordinate visits for visitors/project personnel arriving by aircraft and shall
prepare and issue appropriate badges,

‘Standard: All requirements are performed accurately, in a fmely manner, ard in accordance with alj referencas,
directives, and 30OPs,
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0.7 Roving Patrol, Fixed Posts, and Perimeter Security

roduction: Security Patrois are required 24 hours a day, 7 days a week. To deter crime, security forces nlace
oriority on preventive palroliing, but enough rescurces must he available 10 permit sush patrois to respend 1o
incidents. Continuous rasponse will be neaded on both the Main Base and Wallops tsland,

Reguirement: The Contractor shall-

a. Provide sufficient labor, materials, and equipment o perform roving security patrols 24 hours a day, 7 davs g
o CGeter theft, break-ins, vandalism, ste b

week 1o endeavor to maintain a secure faciiity (2.g., t

0. Conduct periodic welfare checks of empicyees and other personnel authorized to wark after normal duty
hours, The checks will be made especially in remcte areas or whers employess are working alone. Routip
reporis of these checks will be mads and problems or unsafe conditions shall be reperted immediately in an

Incident Report.

¢. Protect aif unsecured ciassifisd material, precicus metals, monies, ete. until secured in accordance with
appropriate directives, requirements, or guidelines, and shall report all viclations to the CC by the beginning
of the next business day.

d. Perimeter. Asa minimum, one patrof shail be made of the sntire WFF perimeter each 8-hour pericd to detect
unauthorized entry (attempted or actual). Routes shall be varied in order not ‘o establish a sat pattern,

e. Hazardous Storage Argas. A walking patrol shail be maintained in the nazardous siorage areas following the
routes and specific procedures specified in the SOP. The SOP for Hazardous Storage Area will include
HAZCOM training requirements.

Building/Eguinment Checks. Security checks shall be made at least cnce during each 8-hour period of all
buildings and pieces of equipment identified in the SOP. While such checks are primarily to detect unsecuraed
facilities, the patroi shall also immediately. report fire, flooding, or other condition that could result in damage
to buildings/souipment or injuries fo personnel. Such checks shall specifically inciude classified matarials
Storage areas, weapons and muniticns storage areas, safes, and other areas specifically identified in the
SOP. The patrol guard(s) shall also turn off urnecessary lights and appliances and close windows/doors ‘o
sonserve energy. The Contracior's smployees shal not disturb bapers on desks, open desk drawers or
cabinets, erase blackhoards, or use Government equipment except as authorized,

Standard: All requirements are performed accurately, in & timely manner, and in accordance with aif references,
dirsctives, and SOPs.



‘1.7.1 Posts/Positions

eguirement: The Contractar shall provide staffing for the following posts and positions,

Pest Location/Description imes Manned

Main Gate-Fixed, Bidg. N128 24 hours
Wallops Island Gate-Fixec, Bldg. U1n ' 24 hours
Security Roving Patrof, Main Base 24 hours
Security Roving Patrol, Wallops Istand and Mainiand 24 hours
Security Guard-Fixed, Bidg. V24 24 hours
Security Guard-Roving, Bldg. V24 24 hours
Security Guard-Fixed, Bidg. V1020 24 hours
Security Guard-Roving, Bidg. V10/v20 24 hours

Standard: All requirements ars performed accurately, in a tmely manner, and In accordance with ali references,
directives, and SOPs.

10.7.2 Plant Protection and Protection of Property

Reauirement: The Contractor shall

&. Heport fire and safety violations to inciude, but not limited to, coffeepots jeft on, averheated/ smoking”
equipmeant, and the like.

b. Report hazardous conditions and items In need of renair to Include, but not limited 1o, inoperative lights or

equipment, broken or slippery floors and walks, substance or chemical spills, and the like,
Uipme prery :

Deter and report damage, pilferage, removal, secreling, misappropriation, misuss, larceny, theft, orother
improper or uniawful threats io, or disposition of, Government or personal property or agts of @spionags,
sabotage, or wrongful destruction within the WFF and designated arsa(s). :

d. Conduct inspecticns of hand-carried items {e.g., briefeases, purses, packages, etc.) upon entry 1o or exit from
the WFF.*

e. Endeavor fo prevent the occurrence of fires, explosions, coflapses, and other catastrophes. In such an event,
the Contractor shall summon appropriate response forcas and then notify Government personnel as identified
in the SOF; assist in minimizing the effects thereof: and assis? in resioring the area to a safe condition.

f. The Contractor shall conduct inspections of any persons, ingluding property in the persons’ possession or
control, as a conditior of admission 10, or continued presence on, the WEFE When required, inspactions shaii
be conducted only by NASA Specialists or sacurity foree personnel approved by the CO. *

Only upon future determination of OO 10 implement such poiicy.
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andard: Al requirements ars performed accurately, in 2 timely manner, and in accordance with all references,
actives, and SOPs.

10.8 Classified Document Distribution and Destruction

nnually, the WEF reviews its classified material holdings for the purpose of reducing
at any given time.

ek

Introduction: At least once a
© an absolute minimum the g

e [ER RSt IVIA N i

uantity on hand

ivii [RE=H

Heguirement:

a. The Contractor shali defiver classified documents to personne! on the WFE. The Contractor shall dastroy
classified and sensitive documents, The Contractor shall Operate and maintain WEF's Classified Material
Destruction Feeility {the puiverizer,

The Contractor shall immedi tely distribute classified documents and those identified for destruction shalt be
dastroyed within 30 working days. :

o

C. Al contract empioyees assigned to or working in this faciiity shall have the proper security clearance and shali
be trained in document control and/or GSFC's procedures for classified material controd,

Standard: Ali requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

10.8 Monitoring of E!‘ectronic Security Systems

rquirement: The Contractor shall:

a.  Provide securily support to manitor the EACIDS.

b. Provide intrusion alarm and COTY menitoring.

C. Becapable of communicating with the Contractor's communications base station so that the appropriate
authorities may be contacted within the time frames specified in the SOP and & guard may be dispatched by
the Contractor to the site of the alarm or allempted misuse of a keyeard.

Standard: All requirsments are performed accurately, in a imely manner, and In accordance with all refarsnces,
directives, and 80Ps.

10.70 Intentionally Left Blank.



.11 Emergency Response

Heauirement: The Conitracter shall:

®

Provide emergency rasponse services 24 hours & day, 7 days a week, Including holicays.
Respond to duress alarms, calls ‘or assistance, and all intrusion detection and other sscurity glarms.

Respond Immediately to situations in which an individuals safety s jeopardized or when a crime has heen
committed or is in progress.

Take immediate action in response to, and mitigation of, emergency situations.

Respond to emergency situations within five {(3) minutes,

Report all pertinent aspects of all incidents that constitute viclations of security regulations. Feporis that
reflect investigation of irreguiar activities, major incidents, and traffic acciderts will be submitted dally 1o the

Government,

Provide an empioyes recail system with the capabiiity of contacting and recalling off-duty guard force
personnel. Personnel shall be onsite within 30 minutes of the Contractor's receipt of the CO's recall

authorization.

Emergency response forces shall be called immediately in crisis situations. The Contractor shall summon
appropriate responss forces and then notity Government personne! as identifisd in the SOP; assist in
minimizing the effects thereof: and assist in restoring the area fo a safe condition. Situations that may result
in recalls include bomb threats, fires, terrorist incidents, natura) catastrophes, civil disturbances, or other large
gatherings of people whare, in the opinion of the CO, a threat exists 1o life and property.

Safeguard personne!, deter the commission of crimes against persons, summon appropriate response forces,
and assist those response forces as required.

Detain unauthorized persons for reiease o appropriate law enforcemeant authorities.

Provide patrols for the protection of people and inspection for unsecurad and/or hazardous conditions of
facilities at installation(s) with multiple buildings, docks, and sterage areas.

Frovide support ¢ Government personnal in preparation for natural disasters and shall also provide post-
disaster support/services as authorized by the CO to assist nersonnai in returning to normal operations.

Standard: All requirsmenis are performed accurately, in a timely manner, and in accordance with ail refersnces,
directives, and SOPa.



“0.12 Escort Service

wtreduction: The Contractor shalj Brovide security for special Security situations or incidents, in special
circumstances, and/or the support of security administrative or technical pe

Reguirement: Tre Contractor shail-

ically identified arsas, as required,

a. Escort personnel within specif

b. Provide, upon fequest, approgriate security personnel to act as an escoit for special events and situations,
including, but not limited 10, money transfers on WEF, special foreign rationals, construction or janitorial
personnal in secured or restricted areas, and the like.

c.  Provide sufficient and appropriate security cersonnei to comply with any and all special security requests of
the CO.

d. Provide aporopriate secUrity personne! o perform distinguishad visitor protection for those designated by the -
U.S. Secret Service, Cepartment of State, or other responsibie agency to the President of the United States,

Vice President of the United States, visiting dignitaries, or other designated individuals while on the WFE,

Standard: All requirements arg performed accurately, in a timely manner, and in accordance with ali references,
directives, and SOPs.

10.13 Traffic Direction, Parking Control, and Monitoring
oduction: Traffic control requirements are established to protect Pecple and property on the WEFE, The WFE
ic control brogram applies to afl personnel operating any type of motor vehicle. andior bicycle, Motor vehicie
~&5 for general traffic snforcement are based on state laws. Drivers sre required 10 obey the vehicle laws of the
Commonwealth of Virginia whether or not those laws are stated as offenses on Center; the violation of any such
laws will be enrforced. '
Reaquirement: The Contractor shall:

a. Enforce the trafiic reguiations.

b. Direct fraffic in smergency and special situatiors and at peak traffic hours on the WEE o maintain contral in
‘\‘J % s
the flow and movement of vehicles and personnel,

¢. Deter and report violations of base regulations, and enforce parking regulations, as required.

d. Monitor narkin areas o ensurg vehicles are properly narked, prooerly registered, and all fire lanss are
' o propeny o pery reg
unobstructed.
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issle Traffic Violation Notices {tickets) and track all tickets issued, maintain ticket information in the SIS,
monitor and enforce GSFC's Traffic Violation Notice Program and Point System, and natify persornel of
violations posted, impencing suspensicns, and suspensions of driving arivilages on the WFF,

i Perform random speed control {raciar} checks on various roads on the WEF,

Issue tickets and assess points in accordance with raferences. All tickets shall be provided fo the
Government for final aporoval on the next business day as required by the CO.

2

O3

h. Respondto all moter vehicle accidents on the WEE providing “lirst response” support and aid o those
involved. The Government shall be notified mmediately of any serious injury or death.

i, Provide support to those involvad in the accident and to emergency medical technician suppoert, and shal
netity appropriate authorities for firs, rescue, and law enforocement support. A raport of each motor vehicle
accident shall be completed and submitted to e Government by the Deginning of the next workcay,

j. Report abandoned vehicles promptiy and request Government approval prior to towing or removal of any
vehicle from the faciiity.

K. The Contracter shall provide special escorts 10 emergency vehicles, special vehicles; 6.4, those fransporting
rocket motors, ete., whila they are on the WFF, and any related special traffic direction or contro methods,

measures, or techniques as necessary or required in conjunction with the mission of the GSFC.

Standard: Al requirements are performed accurately, in a timely manner, and in accordance with the Virginia
Motor Vehicle Laws and ail references, directives, and S0OPs. ‘

10.14 Flag Detsil
Reguirement The Coniractor shall:
a. Raise and iower the United States and NASA fiags, and all other flags as directed. on the flag

poles at the following locations: the flagpole array in front of building E-2; the Main Base antrance gate,
the end of the Isjand causeway, the Visitor's information Center.

o

Raise the flags no eariier than sunrise and no later than 8:00 a.m. and shall be lowerad at sunset.

c. Ensure that appropriate lighting (where provided) is functioning on the flagpoles during the hours
of darkness.

d. Raise the appropriate shuttle pennant on the flagpoie array across from Guilding -2 cnce the
shutlle has achieved orbit, during space shuttle missions. The shuttle flags/pennants shall be fiown 24
hours/day until the space shuttie lands.
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Standard: All requirements are performed accura
ZianGarg

Notify the Government when replacements are necassary.

taly, i a tmely manner, and in accordancs with all referances,

directives, and S0OPs.

10.15 Launch, Project, and Special Event Support

Reguirerment: The Confractor shail:

a.

b.

C.

Frovide an acequate number of uniformed personnel to sateguard assets in support of the faciiity’s and
tenants’ missions and profects. Launch support shall be provided in the form of roving building andfor launch
pad patrols, motor vehicle patrols of support facilities and menitoring of alarms activated during launch period
and cperations.

Provide additional accepted guard force personnel for special details/evants.

As directed by CQ, provide cleared security detail

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and S0OFs, '

10.16 Personnel Requirements

.-.15.1 Standards of Conduct

Requirement: The Cortracior shail:

.

Maintain satisfactory standards of employee competency, conduct, appsarance, and integrity, and for taking
such disclpiinary action against his/her employees as may be necessary. Each Contractor employee is
expected fo adhere to standards of conduct that reflect oradit on themseives, their emplover, the WFF and
the Federal Government. The Government resarves the right to direct the Centracior to remove an
emplovee from the work site for failure tc comply with the standards of conduet,

e

Initiate immediate action to replace such an employes 1o maintain continuity of services at no additional cost
to the Government.

Ensure that all contract emplovees comply with the military-style hairbeard/mustache length and style
requirements as specified in Navy Uniform Regulations.
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The CO reserves the right to determine a security guard to be unfii for duty basad upon misconduct or

nquency, such as the examples listed below!

Viofation of the Rules and Regulations for Government Buildings and Grounds (FPMR 1071-20.3).
Neglect of duty, including sleeping while on duty, unreasonable defays or failures to carry out assigned
tasks, conducting perseral affairs during official duty time, and refusing to render assistance or
cooperate in upholding the integrity of the security program af the WEF.

Falsification or unlawiul concealment, ramoval, mutilation, or destruction of any official decuments or
rseords, or concsalment of material facts by wiliful omissions from official documents or records.
Disorderty conduct, use of abusive or offensive ianguage, quarreling, intimidation by words or actions, or
fighting. Also, participation in disruptive activitles which interfere with the normal and efficient operations
of NASA, GSFC, or WFF,

Theft, vandalism, immoral condugt, or any other unethical or criminal actions.

Selling, consuming, pessessing, or being under the influence of intoxicants, drugs, or substances that
preduce similar effects, while on duty.

Unethical or improper use of official authority or credentials.

Unautherized use of communications equipment or Government progerty.

Violations of security procedures or reguiations.

Recurring tardiness or failure to appear for duty.

Failure to report to appropriate security officials any unauthorized security activity, observed or otherwise
known to have occurrad, or which is about to ocour, on or which could affect NASA, GSFC, or WFE.
Misuse of weapons. ' : .

Standard: All requirements are performed accurately, in 2 timely manner, and in accordance with ail references,
dirsctives, and 50OPs. '

8.2

Employment Suitability and Qualifications

Requirement: The Contractor shail ensure that, prior to assignment to the Contractor's security force, an
individual shall meet the following suitability criteria:

a.

Education. Possess a high schoof dipioma or GED. Possess the knowledge and ability 1o perform ali
required guard services duties. Must be able to read, write, and speak Engiish.

Felony Convictions. Have no felony convictions and no convictions that reflect on the individual's retiability or

judgment.

left intentionally biank

Military Service. In the event an applicant has served in the military services, discharge from past tenure of
service must be honcrable, A copy of the Honorable Discharge (DD-214) must be made availabie for
inspection.
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Gilzenship. Be a citizen of the United States,

Lrug Sereening. The Contractor and jts employees shall be required to cooperate with any drug detection and
screening procedures required by NASA,

eft intentionaily biank

Gertification. The Contractor shall certify that all security force personnel hired at the WFF com oiy with
requiremerits for employment with a security guard company in_the Commonwealth of Virginia and be
authorized empioyment with such a company.

Physical Qualifications. Pass a physical examination given by a licensed physician or health care
professional prior to assignment and yearly thereafter. A written certification from the examining physician
that the emplovee mests the following physical qualifications shall be provided to the CO following gach
examination. The following physical requirements apply to all security personnal who are armed or who wil
be armed:

Vision. Distant visuai acuity in each eve shall be correctable to 20730 in the betier eve and 20/40 in
the cther eye with eyeglasses or contact lenses. |f uncerrected distance vision is not at least 20/40 in
the better eye, the individual shali carry an extra pair of corrsctive lenses. Near visual acuity,
corrected or uncorrectad, shall be at least 20/40 in the better eye. Field of vision must be at least 70
“horizontal meridian in each eye. Where corrective eyegiasses are required, they shall be of the
safety glass type. The use of corrective sveglasses or contact ienses shall not interfere with an
individual's abiiity to effectively perform assigned security job duties during normal or amergency
operations. The ability to distinguish red, green, and vellow colors is required. Loss of vision in one
eve is disqualifying. Glaucoma shall be disqualifying unless controlied by acceptable medical or
surgical means, provided such medications, as may bs used for controiling glaucoma do not cause
undesirable side effscts which adversely affect the individuals ability to perform assigned securlty jch
dulies, and provided the visual requirements stated above are mel. On-the-iob evaluation shall be

used for individuais who exhibit a mild coior vigion defect,

e

2) Hearing Individuals shall not have Nearing loss in the betier aar greater than 30 decibels average at
500 Hz, 1000 Hz, and 2000 Hz, with no leve greater than 40 decibels at any one frequency (by ISC
388 "Standard Reference Zero for the Calibration of Purtone Audiometer® (1975) or ANSI 5$3.6-196%
{r. 1973) "Specifications for Audiometers”), Use of a hearing aid is acceptable provided suitable
testing procedurss demonstrate auditory acuity equivalent to the above stated reqguirement and its
use does not decrease the effective performance of the individual's assigned guard duties during
normai or emergency operations,

o,

{3 Fhysical Condition. All secunity personnel who are armed or who will be armed shail be in good
physical condition, abie to protect themselves and cthers, and be able o withstand sudden emoticnal
stress and physical exertion in apprehension of suspects and violators. Pursuit may be on foot,
requiring running, jumping, climbing, and/or crawling, foliowad by physical contact tc overpower the
violator as necessary,
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{4) Diseases. Individuals shajl nave no established meadical history or medical diagnosis of epilepsy or
diabetes or whers such a condition exists, the individual shail provide medigal gvidence that the
condition can be conirolled with proper medication so that the individua! will rot lapse into a coma or
unconscious state while performing assigned security duties.

(5} Addiction. Individuais shall have no estabiished medical history or medical diagnosis of habituai
&icoholism or drug addiction or where such a condition has existad, the individual shall orovide
certified documentation of having completad a rehabilitation program that would give & reasonabls
Cegree of confidence that e individual would be capabie of performing assigned security duties.

{6) Other Physical Reauiremenis. An individual who has been incapacitated due to serious ifiness,
injury, disease, or Operation, which couid interfere with the effective berformance of assigned security
duties, shall, prior to resumgtion of such duties, provide medical evidence of recovery and ability to
perform such duties.

Standard: Al requirements are periormed accurately, in g timely manner, and in accordance with ail referances,
directives, and SOPs.

10.16.3 Personnel Security Clearance Requirements

Bequirement: The Contractor shall:

a.

Be required 1o perform & thorough pre-employment investigation on employaes prior to selection of the

-employes o work on thig contract. Personnel selécted shall meet fiiness standards as described below.

Be eligible for and is required ¢ obtain a facility clearance to the Jgval of SECRET. all security force
personne! shail be Cleared to the SECRET level, '

Obtain al Investigative forms and forward complated forms and information as required under guidelines
established by the Nationai Industriaj Security Program (NISPYfor e security clearance at the SECRET jevel.

Provide the CC a copy of the Letters of Consent received from DSS granting such clearances prior o
assignment of any employee to duty at one of the following posts,

Ensure that the Contractor's facility is ciearsd as of the Tirst day of the contract under guidelines astablished
by the NISP. At least 809 of the security force shall be cleared to the levei of SECR ET within 30 days of the
first day of the contract, Upon favorabie completion of ths investigation and receipt of Letter of Consent, the
Contractor shall submit a clearance visitation letter to the CO validating that the employee has a valid
SECRET security clearanca.

Ensure that the contract employees assigred to the positions indicated below POSSess a Secret sacurity
clearance as of the firgt day of the contract,
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Bldg. V-10//-20

Bldg. V-24

Bldg. R-30

Locksmith

Security Roving Patrof, Main Rase :

Security Roving Patrol, Wallops Island and Mainland

tandard: Al requirements are performed accurately, In a timely manner, and in accardance with all references,
directives, and SOPs.

10.16.4 Uniforms, Equipment, and Materials

Requirement: The Contractor shall:

a. Fumish and maintain in acceptable condition, at no cost to the contract smployees, afl tems of uniforms and
equipment necessary to perform work required by the contract.

. Furnish each security guard with law enforcement grade equipment or equipment that mests MiL standards
as described below.

. Furnish each shift supsrvisor, operations management personnel, and security guard a compiete uniform as
described below and shall ensure that ajt personnel are in proper uniform while on duty.

The uniform for uniformed management, supervisory, and security guard personne assigned to the WFF will be
~standard for all personnel as indicated below, Administrative and technical support personne! shait be fumished 2
iform of industrial elothing, as agreed to by the Government, and suitable for performing the duties and
ctions of the position. All personnei shall wear a nametag or have their name embroidered on their uniform
=nirt and/or outsr garment; however, all uniforms wili be consistent. The uniform will consist of the folfowing:

10,16.4.1 Uniformed Operations Management, Supervisors, and Guards

- Shirt- short siesve, white w/epaulettes {managerment and supervisors only)
- Shirt - short sleeve, blue, wiepallettes {security guards only)

- Slacks/Trousers — gray

- Hat - straw, navy, “Sherif"

- Hat - winter, Antron, navy, fur, “Trooper”

. Hat Cover - plastic, rain

- Sweater - V-neck, black, miltary acrylic, w/epauisties

- Jacket — winter, navy, “‘Bomber/Flight”

- Raincoat - yellow, heavy gauge rubher laminat

- Tie - navy (men's/women’s)

xd 10 textile base
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Belt - trouser, nlack
Belt — gun, black, “Sam Brownea”
Holster - black
Ammunition Pouch ~ Black
- 45 Rounds Ammunition — service, 8mm
- Carrying Case - radio
- Flashlight holder - Black
- Key hoider — black
- Belt Keaper — black
- Whistle — metai, silver
- Totes — black
- Insignia Bars — “Captain,” “Lieutenant,” “Sergeant,” stc.
- Chevrons, “Sergeant’ {supervisors only)
- Shoulder Markers - {supervisors and operations fmanagement only)
- Handcufis — Peerless, std. iaw enforcement, silver, wicass
- Law Enforcement Shields {one on the shirt and one on the hat) ~ to be furnished by the Government

10.16.4.2  Administrative Personnel

- Shirt - short slesve, white, plain

- Slacks/Trousers — gray (men’s/womer’s)
- Sweater ~ zipper front, navy

- Tie - navy {men's/iwomen’s)

- Belt - trouser, black (men only)

“N,18.4.3 Technical Personnel

- Shirt —shor slesve, cotton or poly biend polo, gray
- Slacks/Trousers — gray, khaki
- Jacket - 2-seasons, black and green, “‘Bomber/Fight”
- Sweater — zipper front, navy
I Belt — trouser, biack .
- Carrving Case - radio

Standard: All requirements are performed accurately, in a timely manner, and in accorcance with all referances,
directives, and SCpPs.
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17 Intentionally left blank

10.18 Reporting Requirements

Introduction‘ The Government needs to be cognizant of the activities of the Contractor and what is being
complished on a routing basis.

10.18.1  Routine Administrative Reporis

Requirement: The Contractor shail:

a. Document all work accomplished in accordance with the specifications provided by the CO.

Report to the CO significant actions accompiished on a regular basis and at times speciiied by the CO. The
reports must be easy o read and need to be completed in a consistent manner to avoid any potential confugion
and shall he maintained on file by the Contractor. The report log will be made readily availabie for inspection by

the Government.

Provide a written report of ali security and security-related incidents within 24 hours of occurrence, making
immediate notifications as appropriate and required.

Compile statistical data; prepare recommendations, and present bréefiﬂgﬂ concerning security controls for major
hazardous activities, secuntv vulnerabilities, special escoris, and mission-specific events.

mply with all *reporting requirements” in the National industrial Security Program, Operating Manual
ISPOMY. All reports submitted external to the facility must be immediately brought to the attention of the CO.
The Contractor shall submit a copy of 2ll reporis to the CO. .

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
diractives, and S0OPs.

10.18.2 ~ Customer Satisfaction/Complaints

Requirement: The Contractor shail:

Provide security services that result in & high levet of customer satisfaction. The Government wilt evaluate
sustomer satisfaction using various forms of formal and informal customer feedback on all areas of operation.

Hecelve compialnis srom any person coencerning security, safsty, and iaw enforcement ¢ ‘mm the
Government’s jurisdiction. Such complaints shall be promptly documented and reported to the CO for
resolution and disposétéon The Contractor shall notify the CG of such complaints as spec ified herein bul i
no case meore than 24 hours after the Contractor receives the complaint,
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wument all forms of written, telephonic, email, and N-person customer commenis and complaints recsived,

Frovide, on a daily basis to the CO, a written summary of corractive actions taken on all forms of customer
complaints received.

Make available the Ceontract Manager to discuss with the CO all instances of cusiomer diasatisfaction.

Be an active team member with the Government in seeking process improvements that result in higher levels of
future customer satisfaction reiated to security services provided.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all referencas,
directives, and S0OPs, :

10.18 Firearms/Weapons

Introduction: The authority of Contractor security personnel to detain andior make arrests shall be that of private
citizens as defined by the laws of the Commonwealth of Virginia except for those employess certified under the
Federal Arrest Authority (FAA) Program. Security personne! shall be under a duty by virtue of empioyment under
this contract tc exercise that authority In the manner directed by the contract.

Reauirement: The Contractor shail:

Ensure that all management, supervisory, and uniformed security guard personne! be trained, gualified, and

certified in the use, safety, and responsibiiities of carrying weapons; i.e., handguns and have successfully

completed training in the use of deadly force. The Government will orovide a sufficient number of 8mm sami-
formatic handguns for all required full-time ang part-time uniformed personne,

—nsure that ail. management, supervisary and uniformed security guard personnel are trained, qualified, and
certified In the use, safety, and responsibilifies of using a t2-gauge shoigun. The Contractor shaff provide two 12
gauge shoiguns. :

Provide the necessary training to fulfill this requirement and shall tear all iizbility for personnel armed and trained
under the Contractor's responsibility. if the CO determines Contractor amployees do not possess required
firearms proficiency training and qualifications, or i empioyees fall to successiully complete firearms sustainment
training, annual requalification, and in-service refresher iraining; the CO will direct the Contractor to immediately
remove such employees from duty and provide qualified replacements at no additional cost to the Government.
Ensure that all personnel authorized to carry firearms are certified under NASA, and Navy requirements and
guidelines. Training, re-certification, and qualification shall be conducted no iess than twice annuaily for ali
personnel authorized o be armed.

Ensure all Government-furmnished weapons are maintained in gocd working condition, serviced by a qualified,
certified armorer in accordance with DOD or equivalent standards.



sure each member of the guard force required to carry a firearm. comgiies with all current state and lacal
;arm suitability, ficensing, and permit requirements.

ain a NASA and Commonwealth of Virginia handgun carry permit for each guard requirsd to carry 2 firearm,
except where preciuded by local law or ordinance, and maintain copies on § he tfirearm permi
for each guard. A copy of each guard's permits will be provided to the CO at least three working days prior to
the anticipated assignment date of any individual. Al guards-shall carry their permit on their person while on
duty. The CO shail be immediately notified should such permits be terminatec, reveked, or suspended at any
time and the guard(s) affected shail be immediately removed from the post.

Posts and positions to be manned with armed management, Investigative, supervisory, and/or uniformed security
guard personnet will be designated by the CO and may be changed or altered In accordance with Government
security requirements. Personnel who are not permitted to be armad because of nen-qualification in classroom or
arrange training for non-acceptance by e Commonwaalth of Virginia standards or who have not yet been given
the specified tralning; e.g., new employees, will be permitted 1o man “unarmed” posts, i available, for a period of
one hundred twenty {(120) days or until they have qualitied or are certifled by the Commonwealth of Virginia and
issued & handgun permit, whichever is sconer, ‘

1

Standard: All requirsments are performed accuratsly, in a timely manner, and in accordance with ali references,
directives, and SOPs.

10.20 Communications
Reguirement: The Contractor shall:

“sure that the Contractor's base station, the Emergency Operations Center (EOC), and/or shift supervisor may
contact each employee on security duty within 1 minute. The Government will furnish sufficient
communications equipment. ' :

Comply with appropriate Federal reguiations pertaining to all communications.

Be capable of estabiishing radio communications within 1 minute with the EOC.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOFs,



"1.21 Vehicles

neguirement: The Contractor shail:

Provide an adequate number of patrol, technical support, and other necessary vehicies o support the sacurity
requirements and conditions of the facility, to inciude, but not limited o- security patrols; locksmithing; electronic
security support; classified material pickup, frangport, distribution, and destruction; perimeter fance inspections;
beach inspections; and emergency response. Securlty patrol vehicle types should include routine vehicular
patrol, all-weather/al-terrain, emergency response, and equipment and material transports.

Ensure that all vehicles are in working order and In service at all times and provide for the performance of ail
routine maintenance and rapairs to the vehicles, and shall provide for the replacement when any one of the
vehicies is removed from security service for tepair or maintenance for a period ionger than 8 hours.

Bear ail costs of maintenance and upkeep, insurance and liability, and ouifitting all required vehicles. These
vehicles shall be dedicated to the exciusive use of the contract and shail not be removed from this contract
without pricr approval of the CO. '

Ensure that the usage of all of the Contractor-provided vehicles spacified in this contract is restricted solely to
functions in the performance of security services required under this cantract and is not be used for psrsonal
services by the Contractor's emplovess. ‘

Ensure that all vehicles are American made. They may be used vehicles but cannot be more than six vears old or
have mare than 80,000 milss. They must be air-conditioned, i first class condition operationally and in interior
and exterior appearance. Vehicles smailer than sub-compact automobiles and two-wheeled or three-whealad
vehicles may be used only with the CO’s approval.

ymply with the Commonwealth of Virginia inspection laws. All vehicles wiil be property identified and equippsd,
=+ follows:

Bar-mounted, integral unit with sirens, external speaker, and flashing lights (red and blue emergency lights)
Government-furnished, Contractor installed radio communications

First aid kit

Two class ABC 15-pound fire extinguishers

Highway warning devices {in accordarice with federal MVSS125.A-A-21-28)

All parts and materials necessary to perform both routine and emergency maintenance and other repairs to the
Contractor-provided vehicles

Marked “Security Patrol” in biue, 3-inch lettering (the location of the markings shall be approved by the CO)

Standard: All requirements are performed accurately, in a timely manner, and in accordance with ail references,
directives, and SOPs.
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22 Locksmith Services

witreduction: The Government considers the requirement for locksmith services as Key services” on the
contract. As such, any situation which results in the inabllity to provide such service, must be approved in
advance by the CO. The Governmant plans a significant increase in the number of instaliztions and
requirements for siectric strikes related o glectronic access control sysiems throughout the facility,

Readirement: The Contractor shall:

Provids certified incksmiths to provide continuous services on the Main Base and on Wallops Island.
Provide locksmith services, including but net limitad to nstafiation, repair, and preventative maintenance for:
Al mechanical and electro-mechanioal locks and lecking systems:

Vaulls and sesurity containers:

Lock hardware in use at Government facliities, on filing cabinets, office equipment, and Govermmentieased and
owned buildings and vehicles:

Changing of combinations on security containers, safes, vauits, padiocks;

Keving and re<keying of all Best industriat lock and Key systems cylinder seres, or other brands which the
Government may specify. g

Provide configuration management of Federal Specification FF-[.-2740 {currently the Navy uses MAS-Harmiiton x-

"7 electromechanical combination locking devices on security containers, strong-room doors, and vaults.
.2n locked containers and changing safe combinations.

Provide lock and key control including, but not limited to, receiving, securing, issuing, and accounting for all kevs
issued to the Cantractor or placed under the Contractor's control.

Combinate all cores and other series type locks and die stamp with series designation. NASA at WFF Utilizes the
Best Universal 6-barrel and 7-barrel and Best Peaks 7-pin removable-type cores or all door hardware.

Make, dupiicate, and issue Keys,
Complete routine work within 2 workdays upon receipt of & requesi. Upon receipt of a key request, kevs will be

issued within 1 workday. Comnplation of work requests within the prescribed time period is contingent upon
availability of focking hardware, iocks, and/or keys and availabiity of support from the Govemment.
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Toerate, maintain, and control a system of records for kays lssued, returned, ost, ete. and shall maintain the
abases which are used for recoraing cores installed/removec and keys issued, lost, repiaced, etc. information
all be entered ang Updated daily in the databases with 10 errors.,

Complete Standard Form 700, Security Comtainer Information, for all comi ination changes. The combination
shall be set whan g safe/vault/iock is put into service. The combination shall be changed as required. The Sealad
enveicpas will be hand-deliverad 0 the CO the day the combination is changad.

sary equioment and materiais for the iocksmith to satisfactorily
€ cores and hardware wil! be free from dust, cirt, and debris and will

Maintain in serviceadls condition the nec
complete the assigned duties and tasks.
function properly at all times,

35
Th

Maintain a current and comprahensive inveniory of a| spares, parts, tocls, publications, and equipment requirad
to meet all requirements for services.

S and supplies, prepare ordering invoices for approval and submission by the

Research sources of locksmith part
chase.

Government for procurement/pur

Recommend solutions to locksmith problems or recommend upgrades in sarvice, eguipment, and sofiware to the
Government, which would result in cost savings, efficiency imgrovements, or improved customer servica,
Cenfiguration Mmanagement and record keeping of appreximataly 600-1000 changeable cors mechanisms, and af
corresponding mastars, sub-master, and individual Keys issued.

Provide an accurate inventory of all instalied cores, Keys, and locations where instailed, with any additicnal
amplifving information regarding a specific probiem or sftuation.

“intain completely saui ped, Government furnished lcoksmith workspaces in Buiiding V-10 and Buildin N-127
P! qHIppes, Gover _ , P oMicing ! ¢
: olean, efficiently organized concition, at al! times concuctive to quality praduction and service.

Clean upon a dally basis, acsumulations of trash, dirt, or any by-products of locksmith work. Vehicles used by
locksmiths must he maintained in a clean condition inside and outside, with tools and parts stored safely ang
neatly at all tirmes, Crganization and storage of ali parts, tools and materials must meet or exceed Government
standards in effect,

Frovide an accurate inventory and accounting for all specific uninstafled spares, ‘ools, or devices required to
maintain the requirements of this contract within 2 hours of a request by the Government.

Provide an accurate, comprahensive inventory of all accountabie ftems in the Contraciors custody, which are
required to meet the locksmith requirements of this contract within 4 working days of a fequest by the
Gevernment,

Respond within 4 hours 1o a request for after-hours servics, authorized by the CO, to correct an emeargency
situation orto correct a prooiem that prevents the Government from accomplishing a mission rfequirement.
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Standard: All requiremnanis are perfiermed accurately, in a limely manner, and In accordance with all refersnces.
Yirectives, and S0OPg

Jdification 154
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10.23 Federal Arrest Authority

infroduction: NASA is responsible for protecting vital national Security interests. In order to counteract
vulnerabilities, Saction 208 of Public Law 10C-885, November 17, 1888, amended Section 304 of the Nationaj
Agronautics and Space Act of 1058, This Amendment authorized the Administrator to Prescrive regulations, as

approved by the Attorney General, for the limited exercise of FAA,

Reguirement: The Confractor shall-

Ensure that all BMpicyess granted FAA oy NASA are certifieg graduates in accordance with the fraining describec
in, but not iimited 1o, NPG 1620.1, Appendix D, NASA Federal Arrest Autharity Training. Training will be
provided by the Government,

Ensure that al ampioyees in management supervisory positions receive the fraining and are certfied and that
there is at least one certified employes on duty per shift. -

Provide & written report by a physician within the limits of an annua gxamination that the candidate to periorm

FAA duties is physically it as well as emotionally stabie.

Ensure that the candidate has compieted required inservice Use of Forge training, intermediate to deadly force:

semiannual qualification with assignid firearm: ludgmental shooting with the NASA Firearms Training Systam or
valent raining system: ang NASA regulations and Centar implementing instructions and fraining coenceming

T

Ensure that individualg authorized FAA Sarry the appropriate Miranda Advisement of Rights cards.

i

Standard: All requirsments are performed accurately, in & timely manner, and in accordance with all references,
directives, and SOPs. ‘
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT | 1. €ONTRAST Ib cabe P‘;‘if‘j’
2. AMENGMENT/MODIFICATION NO. | 4. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. | 5. PROJECT NO. (if applicabiel

164

See Blk 16¢ See Blk 14 As Applicable

6. {SSUED BY

NASA

Goddard Space Flight Center

Wallops Flight Facility
Wallops Island, VA 23337

7. ADMINESTERED BY & other than ltom &)

"8 NAME AND ADDHRESS OF CONTRACTOR (No.. street, county, State and ZiP Code) {} BA. AMENDMENT OF SOLICITATION NO.

The Cube Corporation
45605 Willow Ponrd Plaza
Sterling VA 20164

%h. DATED (SEE ITEM t1)

X NG:

COLg:

FACHITY CODE:

10A. MOBIFICATION OF CONTRACT/CGRDER

NASSO1080

108. DATED (SEETEM 137: 07-26-01

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

£ 1 The above sumbeied solicitation iz amended as set forth in ltsm 14, The how and date spesifiod ok eceipt ot OHers | | i extandad, [ |is ool sxtended,

Liflers must acknowledge ressipt ol Lhis ameadment proei ta the bou and date specilied in the scolicitatinn or s amended, by one of the fottowing methads: {a} By

asinpleting Homs §and 18 and woaning

. sopies al the amandnant; (B By acknowledging 1eosit of thes amendment on sach sopy of the offer submitied; o (o

By sepasate letter o tolegram which instudes a reterence to the solicitation and amendment numbsers. FARLURE OF YOUR ACKNOWLEDGEMENT O BE RECEIVED AT
THE PLACE DESIGNATID FOR THE RECEIPT OF OFFERS PRION TO THE HOUR AND DATA SPECIFIED MAY RESULT W REICCTION OF YOUR OFFER, i by vistue of this
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Block 14 RESCRIPTION (Continued)

1. This medification is issued to clarify SOW 10 regarding the Physical Qualifications for armed security personnel.

2. Replacement pages are attached.
2. This is a no cost modificatior:.

3. No other changes to the subject contract are made by issuance of this modification.




10.0  SECURITY SERVICES
10.1  General Information

Introduction: The overall security mission of NASA’s GSFC's WFF is the protection of federal Government
assets (personnel, equipment, materials, facilties, and infomation} on the areas specified. Security services are
required 24 hours per day, 365(366) days a year.

NASA's GSFC's WFF is the host organization. NASA's GSFC's WEF is responsibie for maintaining a secure
infrastructure that enables NASA and a variety of organizations to perform a wide range of federal, state, and
commercial functions, all within the realm of public interest and benefit. Tenant activities with assets to be
protected include, but are not limited to, federal and state agencies: Dept. of Conznerce (NDAA), Dept. of
Defense, (Navy, Surface Combat Systems Center (SCSC)) & {Navy, NAWC, Patuxent River, MD), Dept. of
Transportation (USCG, Group Chineoteague), and the Commonwealth of Virginia, (Virginia Commercial Space
Flight Authority).

Requiretnent:

a. The Contractor sha# fumish all labor, supervision, materials, equipment, transportation, and management
necessary to provide security services in accordance with secunity references, instructions, directives, and the
requirements specified herein. These services include, but are not limited to guard services, perimeter
security, access control, receptionist services, visitor confrol, badging, traffic control, locksmith: services,
accident investigations, and assistance with criminal investigations.

b. The Centractor shall provide sufficient relief to allow for meal and rest breaks, and must ensure that all
uniformed posts have continuous coverage during breaks in accordance with this contract. The supervisor or
any other security guard assigned to another “fixed” post (as defined in the contract) may hot be used for this
purpose.

¢. The Contractor shall perform all work in accordance with references, directives, "Government-approved
operations procedures plans’, Security Standard Operating Procedures {SOP) and this subsection.

d. The Contractor shall comply with all applicable codes and regulations dovemning security guard services in the
Commonwealth of Virginia.

e.  The Contractor shall comply with all directives/references, and appiicable SOPs in the performance of this
centract. The Contractor shall maintain a current copy of the SOP at each guard post or position. A detailed
review of the SOP shall be provided as part of each employee's initial training and each time the SOP is
modified. No employee shall be assigned to duty untess he/she is thoroughiy knowiedgeable of and
understands the SOP. The SOP will be modified periodically to reflect reguired changes in the Government's
guard services policies and procedures. Special Orders are short term or one-time changes to the SOP. The
current or most recent edition will be used. Should a mandatory directive/reference be revised, the Contractor
shali comply with the requirement of the revision at ne additionat cost to the Govemmernt, uniess such
changes result in an increase or decrease in contract requirements. Where directives or references between
agencies appear to specify different requirements, directives of the agency that is the direct recipiert of the
service will be used, as applicable. Where directives or references provided by different agencies address
requirements applicable to safety, the more stringent requirement will be the standard, uniess otherwise
specified by the cognizant Government agency representative.
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Incidents involving serious injury or death, catastrophes, major accidents, fires, crimes, terrorist incidents, or
which involve a serious breach of security, or othier incidents that the Government may designate to the
Contractor, require a praliminary verbal report within § minutes of Confractor notification of the incident, to the
CQ. Deliverables listed here and elsewhere in the contract must be presented riot more than 24 hours after a

routine incident. Specified complex deliverables must be presented to the Government within 5 working days, or
as mutually agreed to by the Government and the Contracfor with unique, tonger-term requirements.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with alt references,
directives, and SOPs.

10.2  Security Management, Supervision, and Administrative Services (Category 1}

Requirement: The Contractor shali;

a. Operate a security headguarters to perform the administrative support for guard services, badging, support for
personnel security, fingerprinting of personnel, and other administrative functions.

b. Brief all security personnel on any pertinent information pertaining to their post/position.

¢ Inspect security persennel for uniform and appearance standards.

d. Establiish a Reception Center and Identification Section in Building N-127 for employees and visitors entering
the WFF. The Reception Center (Building N-127) is located at the entrance to the Main Base. Al hadging
and fingerprinting are done at this location and visitors to the WEF are processed here for access to the Main
Base, the Maintand, and Wallops Island. The Reception Center shall be staffed continuously, 24 hours per
day, 7 days per week, 365(366) days per year. The ldentification Section shail be staffed consinuously during
normal business hours, 0730 to 1615,

e. Establish a sateliite Reception Office in the Navy headquarters, Bulding R-30, tc operate Monday through
Friday during normatl working hours.

. Provide employeefvisitor contro! for the WFF. Operate, maintain, and control & system of identification for
employees, visitors, and vehicles. Includes issuance and database maintenance of badges/keycards.

g. Provide badge/keycard assembly, issuance, and tracking.

h.

Operate a security management information system with responsibility of entering data, maintaining
databases, and providing reports on locks/keys, badges, keycards, decals, employee files and incident
reporting systerns. This Security information System includes but is not limited to the Security Information
System (315), the Locator Information Services Tracking System (.ISTS), the Electronic Access Contre! and
Intrusion Detection Systems (EACIDS), and internat databases. {Category 1)

Prepare and issue temporaty, permanent, and visitor badges to employees and visifors.
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Standard: All requirements are performed accurately, in a timely manner, and in accordance with ali references,
directives, and SOPs.

10.2.1 {dentification Section Services

Reguirement. The Contractor shalk

a.  Prepare and issue permanent, temporary, and visitor badges using SIS and LISTS. Prepare and issue
keycards using EACIDS. The Government provides the databases. The control of badges/keycards shall
incilide iogging, reporting, ahd filing 4l transactions and invaiidating afl lost and/or unaccounted fot
badges/keycards.

b, Provide notice to Contractors and tenants of expired badges and keycards, including foliow-up: provide
coordination of foreign nationat visitors; support meetings with badging services at locations on the WFF: and
process other badges as required.

¢. Ensure all Governmentfumished equipment and materiais issued by the Goddard Security Office {e.g.,
badges, keys, keycards, etc.) are retiurned and/or accounted for at the time of an employee’s termination.
S18, LISTS, and EACIDS shalt be continually maintalned with status changes for individuals.

4. Information shalt be entered into SIS and EACIDS and updated i LISTS with no errars. Corrections shali be
made immediately when notified of errors and/or changes.

Standard: All retuirements are performed accurately, in a timealy manner, and in accordance with all references,
directives, and SOPs.
10.2.2 Fingerprinting Services

Introduction: it is a requirement that WFF personnel be fingerprinted for the purpose of the Government
conducting background investigations.

Requirement. The Contractor shall fingerprint WFF personnel when required by the CO.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with alf references,
directives, and SOPs.

10.2.3 Lost and Found
Introduction: Found persenally-owned property is generally tumed into the Facility Operations Manager of the
building in which the item was found. Mowever, found praperty may be tumed into the WFF Security Office as

well.

Requirement. The Contractor shall:

a. Provide a central iost and found. LR {Formatted: Bullets and Numbering _}
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b. Maintain a Eat of lost items, accept found #ems, and secure them untif they can be transferred to
authorized personnel of to the CO for disposition.

a. Be fully responsible for #ems in the Contractor’s possession.

h.  Make every effort fo identify the owner and return the property to its rightful owner in a $mely manner.

c.  Bocument and record the recovery, frack the item, and arrange for the appropriate disposition.
Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and 30Ps.

10.3  Security Surveysilinspections
Requirement. The Contractor shall:

a. Conduct physical security surveys and inspections to idertify security weaknesses and recommentd
appropriate safeguards and physical security devices.

b. Conduct preliminary investigations of reported thefis, to include gathering information, interviewing withesses,
taking statements, and preparing appropriate reporis of investigation.

¢.  Assist in law enforcement interagency liaisan to include plans and agreements with iocal law enforcement
agencies.

d. Provide invesiigative support to conduct incident and special investigations.

e, Assist in the presentation of and conduct security awareness/crime prevention briefings to WFF employees.

Standard: All requirements are performed aceurately, in a timely manner, and in accordance with all references,
directives, and SOPs,

10.4 Operations Procedures Plan

Requirement: The Contractor shall develop an Qperations Procedures Plan for the provision of security services
at WFF. The objective is to perform security services in accordance with written and bound procedures o ensure
that WFF is provided quality, refiable and efficient security services, The plan shall be developed using the
following guidelines: (1) existing NASA, GSFC, WFF, and Navy SCSC Security SOPs, (2) federal guidelines
specified in the U.5. Code for NASA, DOC, DOT, and DOD authority and jurisdiction. The Plan shal address:
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a. Any special instructions and Security S0OPs to be used in performing security services at WFF, chservations
te be made, special rounds and patrols, escort procedures including VIPs, procadures for various threat
conditions, procedures for handling traffic accidents and oriminal activity and emergency conditions.

b. Radio procedures, call signs, and various points of contact.

c. Scheduies for known recurring work, such as roving patrols and the posting of guards.

4. Safety and accident procedures.

e. Submit a draft initial plan to the Contracting Officer {CO) for approval at least thirty (30) days prior to the
contract start date. The initial Plan should incorporate existing WEF and Navy SCSC documentation,
procedures, and standards pertinent to this subsection. The Contractor shall review the Plan at least
quarterly, make updates, and resubmit the updated Plan (or a written memorarndum validating that the
existing plan is stit aceurate in all respects} to the CO for approval by the third work day of the start of each
quarter. DJeviaticn from the approved Qperation Procedures Plan and SOPs is acceptable only with the
approval of the CQ.

f. Provide input into drafting new Government operating pracedures for consideration by the Gaovernment.

Standard: The Contractor shalt perform all Requirements accurately, in a timely manner, and in accordance with
all references, directives, and SOPs.

10.5 Training

Requirement: The Contractor ghail:

a  Provide for the training of uniformed guards, receptionists, and locksmiths.

b, Ensure that all security personnel shall be trained in accordance with the requirernents listed herein.

¢. Develop, implement, manage, and enforce a training program far all security force personnel, including
uniformed, supervisory, administrative, and techmical persannel, to include on-the-job training, an crientation
training program for new employees, a refresherfin-service training program for all security personinel.

d. Submit, within 10 calendar days affer contract award, the proposed training plan to the CO for review and
approval. The training plan shali include the following, at a minimum, for Orientation, In-Senvice, and

Firearms Proficiency Training (if applicable) requirements:

(1) Name and iccation of training facilities. if training facility is not an institute accredited to provide such
training, names and gualifications of instructors shall be included.
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(2} Dates/Times iraining courses ate to be presented.

(3) The Government reserves the right to reject the training plan i it determines that training facilities are
inadequate and/or instructors are not qualified to provide such training. ¥ the training plan is rejected,
the Contractor shall submit a new training plan within 10 calendar days. Revisions to the approved
training plan shall be submitted to the CO for reviewfapproval within five calendar days of such revision.
in the event of personnel turmcver, new Contractor employees must cempiete training under the
Contractor's then current training plan. The Government reserves the right to audit all or part of
Contractor provided training courses.

e. [Ireservice training. Written verification that alf personnel have suscessfully completed ail required training.
Provide each employee with 40 hours of required initial {orientation) training and 24 hours of annual training
must be submitted to the CO within 3 working days of completed training. Qrientation training rmust be
completed within 30 days from date of hire.

Standard: Alf requirements are performed accurately, in a timely manner, and in accordance with alf references,
directives, and SOPs.

10.6 Access Control

Intreduction: The purpose of access control is {0 mit access to the WFF and its faciliies to authorized personnel
and vehicles. It is the policy of NASA to regulate visits and control visitors to NASA instaflations. To accomplish
this objective, formal requirements and procedures have been established for authorized access and
identification. Adl personnel are required to present to the guard upon entry and wil display at ali times while on
Center an authorized, valid NASA, GSFC, or WEF identification badge.

Requirement: The Contractor shall provide access control at NASA's GSFC's WFEF in accordance with Security
SCPs and the following paragraphs:

& Protect security areas against unauthorized access.

b. Deter and report unauthorized personsiel or vehicular entry into areas designated by the CO.

¢. Control access to the WFF by assuring positive identification by verification of authorized identification media.

d. The Contractor shalt provide uniformed personnel to control access and direct traffic to the WFF at the Main
Gate and at the Wallops Istand Gate 24 hours a day, 365(366) days a year. The Contracter shall deter andior
prevent all unauthorized persons and vehicles from gaining or attempting to gain access to the WEE,

e. The Contractor shall alse open and staff other gates for authorized access.

f. The Contracter shall not allow unauthorized access fo the facility or compromise of secure/classified
resources.
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g. Authorized personnel or vehicles shail be allowed entry within one minute after arrival and the Contractor
shalt minimize traffic congestion during peak periods of personnef arrivals and departures.

h. Al work shall be performed in accordance with the NPG 1620.1, Security Procedures and Guidelines; GHE
1600.1, GSFC Security Manual; and all other applicable NASA, GSFC, and WFF regulations, policies, and
procedures.

. Al gates shall be clesed fo inbound traffic and locked, and an "all secure” report made in accordance with the
specific procedures contained in the SCP within two minutes of notification by the shift supervisor.
Authorization for clesing the gates remains with the Government.

i All gates shall be closed fo gutbound traffic and locked, and an "all secure” report made in accordance with
the specific procedures contained in the SOP within two minutes of notification by the shift supervisor.
Authorization for closing the gaies remains with the Government,

k. The Confractor shalf lock and unlock gates, bulidings, and reoms and shall respond to lock/unlock reguests
within 15 minutes (emergency situations or other unforeseen operational requirements may occasionaily
detay this service).

I The Contractor shall maintain a record of al nonscheduied gate/building/reom openings/clesings.

Standard: All requirements are performed accurately, in a timely manrer, and in accordance with alt references,
directives, and SOPs,

10.6.1 Visitors

Introduction: Access to the GSFC is restricted to authorized personnel. Perscns who are not in possession of a
valid NASA, GSFC, or WFF identification badge, shali be processed as visitors,

Reguirement: Visitors shall be processed and badges shall be made and issued in the Reception Center or
other area designated by the CO. The Reception Center and the designated Navy Satellite Reception Office shalt
be staffed with personnel skilled in communicating and dealing with the public and knowledgeable in the policies
and procedures for visitors' access onto the WFF. All visitors shall be processed through these facilities as
quickly as possible and shalf be approved and authorized prior to being permitted access orto the WFF.

Standard: Al requirements are performed accurately, in a timely manner, and in accordance with ali references,
directives, and SOPs,
10.6.2 Visit Requests

Introduction: Visit Requests {or Visit Authorization Letters) when it is anticipated that classified information will
be disclosed duting a visit to the WFF.
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Requirement:

a. The Contractor shall receive visit requests and/or clearance verifications from Contractors and visitors from
other federal agencies o private organizations and provide fevet of clearance verification in regponse to
telephonic requests. A copy of the Visit Request shall be forwarded to the NASA point of contact.

b. The Contractor may be required to provide access control to other areas on the Center; i.e., Range Control
Center and/or conference rooms during classified aperations/meetings. A list of names of authorized
personnel is generally provided to assist security personnel in knowing who is authorized access to the areas.

c. information from the visit requests and clearance verifications shall be maintained in the slectronic database
in accordance with the SOPs.

Standard: All requirements are performed accurately, in a $mely manner, and in accordance with all references,
directives, and SOPsg.

10.6.3 Foreign National Visits

Introduction: Foreign National Visitors are authorized access onfo the WFF only with the prior approval of the
CO.

Requirement. The Contractor shall coordinate visits by foreign nationals and shai prepare and issue appropriate
badges.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with ail references,
directives, and SOPs,

10.6.4 Airport Security

Introduction: The WFF airport is used by NASA and other federal government emplioyees, milifary personnel,
private husinesses, and the general public for the landing of aircraft (either on a routine, one-time, or emergency

basis},

Reguirement: The Contractor shall coordinate visits for visitors/project personnel arriving by aircraft and shall
prepare and issue appropriate badges.

Standard: All requirernents are performed accurately, in a timely manner, and in accordance with alt references,
directives, and SOPs.
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10.7  Roving Patrol, Fixed Posts, and Perimeter Security

Introduction: Securty Patrols are required 24 hours a day, 7 days a week. To deter crime, security forces place
priotity an preventive patrolling, but encugh resources must be available fo permit such patrois to respond to
incidents. Continuous response will be needed on both the Main Bage and Wallops Island.

Requirement. The Contractor shall:

a.

Provide sufficient labor, materials, and eguipment to parform roving secusity patrels 24 hours a day, 7 days a
week to endeavor to maintain a secure facility (2.9, to deter theft, break-ins, vandalism, etc.).

Conduct periodic welfare checks of employees and other personnel authorized ic work after normal duty
hours. The checks wili be made especially in remote areas or where employees are working alone. Routine
reports of these checks will be made and problems or unsafe conditions shall be reported immediately in an
Incident Report.

Protect all unsecured classified material, precious metals, monies, eto. until secured in accordance with
appropriate directives, requirements, or guidelines, and shall report all violations to the CO by the beginning
of the next business day.

Perimeter. As a minimum, one patrot shall be made of the entire WFF perimeter each 8-hour period to detect
unauthorized entry (attempted or actual). Routes shall be vared in order not to establish a set paftern.

Hazardous Storage Argas. A walking patrol shall be maintaitied in the hazardous storage areas foliowing the
routes and specific procedures specified in the SOP. The SOP for Hazardous Siorage Area will inciude
HAZCOM training reguirements.

Building/Equipment Checks. Security checks shall be made at least once during each 8-hour period of all
buildings and pleces of equipment identified in the SOP. While such checks are primarily to detect unsecured
facllities, the patrol shall alsc immediately report fire, floeding, or other condition that could result in damage
{o buildings/eguipment or injuries to personnel, Such checks shall specHfically include classified materials
storage areas, weapons and munitions storage areas, safes, and other areas specifically identified in the
SOP. The patrol guardis) shail also turn off unnecessary lights and appiiances and close windows/doors to
conserve energy. The Contractor's employees shall not disturb papers on desis, open desk drawers or
cabinets, erase blackboards, or use Government equipment except as authorized.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.
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10.7.1 Posts/Positions

Requirement: The Contractor shall provide staffing for the following posts and positions.

Post Location/Description Times Manned
Main Gate-Fixed, Bldg. N128 24 hours
Wallops Island Gate-Fixed, Bldg. 310 24 hours
Security Roving Patrol, Main Base 24 hours
Security Raving Patrol, Wallops Island and Mainland 24 hours
Security Guard-Fixed, Bldg. V24 24 hours
Security Guard-Roving, Blidg. V24 24 hours
Security Guard-Fixed, Bldg. V1020 24 hours
Security Guard-Roving, Bldg. v10/V20 24 hours

Standard: All requirements are performed accurately, in a timely manner, and in accordance with ali references,
directives, and SGPs.

10.7.2 Plant Protection and Protection of Property

Requirement; The Contractor shall:

a.

Report fire and safety violations to include, but not limited to, coffeepots left on, cverheated/'smoking”
equipment, and the like.

Report hazardous conditions and items in need of repair to include, but not limited to, inoperative lights or
equipment, broken or slippery floors and walks, subsfance or chemical spills, and the like.

Deter and report damage, pifferage, removal, secreting, misappropriation, misuse, larceny, theft, or other
impraper or unlawiul threats to, or disposition of, Government or personal property or acts of espionage,
sabatage, or wrongful destruction within the WFF and designated area(s).

Conduct inspections of hand-carried items (e.g., briefcases, purses, packages, etc.) upon entry to or exit from
the WFF.*

Endeavor to prevent the oceurrence of fires, explosions, collapses, and ofher catastrophes. in such an event,
the Contractor shall summon appropriate response forces and then notify Goverament personnel as identified
in the SOP; assist in minimizing the effects thereof; and assist in restoring the area to a safe condition.

The Contractor shall conduct inspections of any persons, including property in the persons’ possession or
control, as a condition of admission to, or continued presence on, the WFF. When required, inspections shall
be conducted only by NASA Specialists or security force personnel approved by the CO. *

Gnly upon future determination of CO to implement such policy.
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Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.
10.8 Classified Document Distribution and Destruction

introduction: At least once annually, the WFF reviews its classified material holdings for the purpose of reducing
fo an absolute minimum the quantity on hand at any given time.

Requirement:

a. The Contractor shalt deliver classified documents to personnel on the WFF, The Contractor shall destroy
classified and sensitive documents. The Contractor shall operate and maintain WFF's Claseified Material
Destruction Faclity (the pulverizer).

% The Confractor shall immediately distribute classified documents and those identified for destruction shall be
destroyed within 30 working days.

¢. Al contract empioyess assighed to or working in this facility shall have the proper security clearance and shall
be trained in document control and/or GSFC's procedures for classified material control.

Standarg: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

10,8 Monitoring of Electronic Security Systems
Reguirement: The Contractor shall:

a. Provide security support to moniter the EACHDS.

b. Provide intrusion atarm and CCTV monitaring. &

¢. Be capable of communicating with the Contractor's communications base station so that the appropriate
authorities may be contacted within the time frames specified in the SOP and a guard may be dispatched by
the Contractor to the site of the alarm or attempted misuse of a keycard.

Standard: Al requirements are performed accurately, in a fimely manner, and in accordance with all references,
directives, and SOPs.

10.10 Intentionally Left Blank,
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10.11 Emergency Response

Requirement: The Contractor shall:

.
b

C.

Provide emergency response services 24 hours a day, 7 days a week, including holidays.
Respongd to duress alarms, calis for assistance, and all intrusion detection and other security alarms.

Respored immaediately fo situations in which an individual's safely Is jeopardized or when a crime has been
committed or is in progress.

Take immediate action in response to, and mitigation of, emergency situations.
Respond {0 emergency situations within five () minutes.

Repornt all periinent aspects of all incidents that constitute viclations of security reguiations. Reports that
reflect investigation of irregular activiies, major incidents, and fraffic accidents will be submitad daily to the
Gavermnment,

Provide an empicyee recall system with the capabiBty of contacting and recalling off-duty guard force
personnel. Personne! shal be onsite within 30 minutes of the Contractor's receipt of the CO's recali
authorization.

Emergency response forces shal be called immediately in crisis situations. The Contractor shall summon
appropriate response forces and then notify Govemment personnel as identified in the S3OP; assistin
minimizing the effects thereof; and assist in restoring the area {o a safe condition. Situations that may result
in recails include bomb threats, fires, terronist incidents, natural catastrophes, civil disturbances, or other large
gatherings of people where in the opinion of the CO, a threat exists o life and property.

Safeguard personnel, deter the commission of crimes against persons, summon appropriate response forces,
and assist those response forces as required.

Detain unauthorized persens for refease to appropriate law enforcement authorities,

Provide patrols for the protection of people and inspection for unsecured andfor hazardous conditions of
facilities af installation(s) with multipte buildings, docks, and storage areas.

Provide support to Government personnel in preparation for naturai disasters and shalt also provide post-
disaster support/services as authorized by the CO fo assist personnel in refuming to normat operations.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.
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10.12 Escort Service

Introducton: The Contracior shali provide security for speciat security situations or incidents, in special
circumstances, and/or the support of security administrative or technical personnet.

Regquirement. The Contractor shali:

a. Escost personnet within specifically identified areas, as required.

b. Provide, upon request, appropriate security personnel to act as an escort for special events and situations,
including, but not limited to, money transfers on WFF, special foreign nationals, construction or janitorial

personnel in secured or restricted areas, and the like.

¢. Provide sufficient and appropriate security personnet to comply with any and alt special security requests of
the CO.

d. Provide appropriate security personnel to perform distinguished visitor protection for those designated by the
[J.8. Secret Service, Department of State, or ather responsible agency to the President of the United States,
Vice President of the United States, visiting dignitaries, or other designated individuais while on the WFF.

Standard: Al requirements are performed accurately, in a fimely manner, and in accordance with all references,
directives, and SOPs,

10.13 Traffic Direction, Parking Control, and Monitoring

intreduction: Traffic control requirements are established to protect people and property on the WFF. The WFF
traffic control program applies tc all perscnnel operating any type of motor vehicle and/or bicycle. Motor vehicle
laws for general fraffic enforcement are based on state laws. Drivers are required to obey the vehicle laws of the

Commonwealth of Virginia whether or not those laws are stated as offenses on Center; the viclation of any such
laws will be enforced.

Reguirement. The Contractor shall:
3. Enforce the traffic reguiations.

b. Direct traffic in emergency and special situations and at peak traffic hours on the WEF to maintain control in
the flow and movement of vehicles and personnel,

¢. Deter and report viclations of base requlations, and enforce parking regulations, as required.

d.  Monitor parking areas o ensure vehicles are propetly parked, properly registered, and all fire lanes are
unobstructed.
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e, Issue Traffic Violation Notices (tickets) and track all tickets issued, maintain ticket information in the 31§,
monitor and enforce GSFC's Traffic Vioktion Notice Program and Point System, and natify persormnel of
violations posted, impending suspensions, and suspensions of driving privileges on the WFE.

i Perform random speed control {radar) checks on various roads an the WFF.

g. Issue tickets and assess points in accordarce with references. Al tickets shall be provided to the
Government for final approval on the next business day as required by the CO.

h. Respond to all motor vehicle accidents on the WFF providing “first response” support and aid to those
involved. The Government shall be notified immediately of any serious injury or death.

i.  Provide suppart to those involved in the accident and to emergency medical technician support, and shall
notify appropriate authorities for fire, rescue, and law enforcement support. A report of each motor vehicle
accident shall be completed and submitted to the Government by the beginning of the next workday.

i. Report abandoned vehitles promptly and request Government approval prior to towing or removal of any
vehicie from the facility.

k. The Contractor shall provide special escorts to emergency vehicles, special vehicles; e.g., those transporting
rocket motors, etc., while they are on the WFF, and any related special traffic direction or control methods,
measures, of techniques as necessary of required in conjunction with the mission of the GSFC.

Standard: Al requizements are performed accurately, in a timely manner, and in accordance with the Virginia
Metor Vehicle Laws and all references, directives, and SOPs.

10.14 Flag Detail

Requirement. The Contractor shall:

Raise and lower the United States and NASA flags, and all other fiags as directed, on the fiag ) - -{Fofmatted: Font: 10 pt

poles at the foliowing locations: the flagpole array in front of building E-2: the Main Base entrance gate,
the end of the lsland causeway, the Visitor's Information Center.

b. Raise the flags no earlier than suririse and no later than 8:00 a.m. and shall be lowered at sunset.

c. Ensure that appropriate fighting (wheve provided) is functioning on the flagpoles during the hours . { Formatted: Fort: 10 pt

of darkness ...............

d. Raise the appropriate shuttle pennant on the flagpole array across from building E-2 once the
shuttie has achieved orbit, during space shuttle missions. The shuttie flags/pennants shall be flown 24

hours/day until the space shuttle fands. - {Formatted: Fons: 30 pt
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e,

f.

Ensure the flags are not weather worn, faded, torn, etc.

Notify the Government when replacements are necessary.

Standard: Al requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

10.15 Launch, Project, and Special Event Support

Requirement: The Contractor shall;

a.

b.

[+

Provide an adequate number of uniformed personnel to safeguard assets in support of the facility's and
tenanis’ missions and projects. Launch support shail be provided in the form of roving building and/or launch
pad patrols, motor vehicle patrols of support facilities and monitoring of alarms activated during launch pericd
and operations.

Provide additicnal accepted guard force personnel for special details/events.

As directed by CO, provide cleared security detait

Standard: All requirements are performed accurately, In a timely manner, and in accordance with all references,
directives, and SQPs.

10.16 Personnel Requirements

10.16.1 Standards of Conduct

Requirement: The Contractor shall:

a.

Maintain satisfactory standards of employee competency, conduct, appearance, and integrity, and for taking
such disciplinary action against histher employees as may be necessary. Each Contractor employee is
expected to adhere to standards of conduct that reflect credit on themselves, their employer, the WFF, and
the Federal Government. The Govermment reserves the right to direct the Contractor to remove an
employee from the work site for failure to comply with the standards of conduct.

initiate immediate action to replace such an employee to maintain continuity of services at ne additional cost
to the Government.

Ensure that ali contract employees comply with the military-style hait/beard/mustache length and style
requirements as specified in Navy Uniform Regutations.
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The CO reserves the right to determine a security guard to be unfif for duty based upon misconduct of
delinguency, such as the examples listed below:

Violation of the Rules and Regulations for Government Buildings and Grounds (FPMR 101-20.3).
Neglect of duty, inciuding sleeping while on duty, unreasonable delays or faifures to carry out assigned
tasks, conducting personal affairs during official duty time, and refusing o render assistance or
cooperate in upholding the integrity of the security program at the WFF.

Falsification or untawful concealment, removal, mutilation, or destruction of any official decuments or
records, of corcealment of materiat facts by willful omissions from official documents of records,
Cisorderly conduct, use of abusive or offensive language, quarreling, intimidation by words or actions, or
fighting. Also, participation in disruptive activities which inlerfere with the normal and efficient operations
of NASA, GSFC, of WFF.

Theft, vandaiism, immoral conduct, or any other unethical or criminal acions.

Selling, consuming, possessing, or being under the influence of intoxicants, drugs, or substances that
produce similar effects, while on duty.

Unethical or improper use of official authority or credentials.

Unauthorized use of communications equipment or Government property.

Viodlations of security procedures of regulations.

Recurring tardiness or failure to appear for duty,

Failure to report to appropriate security officials any unauthorized security activity, observed or otherwise
kriowh o have occurred, or which is about to occur, on or which could affect NASA, GSFC, or WFF.
Misuse of weapons.

Standard: Al requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

10.16.2 Employment Suitability and Qualifications

Requirement: The Contractor shall ensure that, prior {c assignment to the Contractor's security force, an
individuat shall meat the following suitability criteria:

ER

Education. Possess a high school dipioma or GED. Possess the knowledge and ability to perform all
required guard services duties. Must be able to read, write, and speak English.

Felony Convictions. Have no felony convictions and no convictions that reflect on the individual's reliability or
judgment.

left intentichally blank

Mititary Service. In the event an applicant has served in the military services, discharge from past tenure of
service must be honorable. A copy of the Honorabite Discharge (DD-214) must be made available for
inspection.
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e. Citizenship. Be a citizen of the United States.

f.  Drug Screening. The Contractor and its employees shall be required to cooperate with any drug detection and
screening procedures required hy NASA

g. left interitionally blank

h. Ceriification. The Contractor shall certify that ail security force personnel hired at the WFF comply with
réquirements for empioyment with a security guard company in the Commonwealth of Virginia and be
authorized employment with such a company.

i, Physical Gualifications. Pass a physical examination given by a licensed physician or health care
professional prior to assignment and yearly thereafter. A written certification from the examining physician
that the employee meets the following physical qualifications shall be provided to the CO following each

examination. The following physical requirements apply to alt security personne! who are armed or who wiil
be ammed:

{h Vision, Distant visual acuity in each eye shalt be cotrectabte o 20730 in the better eye and 20/40 in
the other eye with eyeglasses or contact lenses. If uncotrected distance vision is not at least 20/40 in
the better eye, the individual shall carry an extra pair of corrective lenses. Near visual acuity,
corrected of uncorrected, shal be at least 20/40 in the better eye, Field of vision must be at least 70
horizontal meridian in each eye. Where corrective eyegiasses are regired, they shall be of the
safety glass type. The use of corrective eyeglasses or contact lenses shall not interfere with an
individual's abltity to effectively perform assigned security job duties during normal or emergency
operations. The ability to distinguish red, green, and yeilow colors is required. Loss of vision in one
eve is disqualifying. Glaucema shall be disqualifying unless controlled by acceptable miedical or
surgical means, provided such medications, as may be used for controlling glaucoma do not cause
undesirable side effects which adversely affect the individuals ability to perform assigned security job
duties, and provided the visual requirements stated above are met. On-the-job evaluation shall be
used for individuals who exhibit a mild color vision defect.

{2) Hearing Individuals shall not have hearing joss in the betfter ear greater than 30 decibels average at
500 Hz, 1000 Hz, and 2000 Hz, with no level greater than 40 decibels at any one frequency (by 180
389 "Standard Reference Zero for the Calibraion of Purtone Audiometer” (1975} or ANS1 $3.6-1968
{r. 1973) "Specifications for Audiometers"). Use of a hearing aid is acceptable provided suitable
testing procedures demonstrate auditory acuity equivatent to the above stated requirement and its
use does nat decrease the effective performance of the individual's assigned guard duties during
notmal or emergency operations.

(3} Physical Gondition. All security personnel who are armed or whe will be armed shaf be in good
physical condition, able to protect themselves and others, and be able to withetand sudden emotional
stress and physical exertion in apprehension of suspects and violators. Pursuit may be on foof,
requiring running, lumping, ¢limbing, and/or crawling, followed by physical contact to overpower the
viciafor as necessary. :
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(4) Diseases. Individuals shall have no established medical history or medical diagnosis of epilepsy or
diabetes or where such a condition exists, the individual shall provide medical evidence that the
condition can be controlled with proper medication so that the individual will not lapse into a coma or
ugnconscious state while performing assigned security duties.

5) Addiction. individuals shall have no established medicat history or medical diaghosis of habiual
alcohalism or drug addiction of where such a condition has existed, the individuat shail provide
certified documentation of having completed a rehabilitation program that would give a reasonable
degree of confidence that the individual would be capable of performiing assigned security duties,

(&} Other Physical Requlirements, An individual who has been incapacitated due to serious ifness,
iniury, disease, or operation, which could interfere with the effective performance of assigned security
duties, shall, prior to resurnption of such duties, provide medical evidence of recovery and ability to
perform such duties.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

10.16.3 Personnel Security Clearance Requirements
Requirement: The Contractor shaill

a. Be required to perform a thorough pre-employment investigation on employees prior to selection of the
employee to work on this contract. Personnel selected shall meet fithess standards as described below.

b. Be eiigible for and is required to obtain a facility clearance to the leve! of SECRET. Al security force
personnel shall be cleared to the SECRET level.

c. Obtain all investigative forms and forward completed forms and information as required under guidelines
established by the National Industrial Security Program (NISP) for a securily clearance at the SECRET level.

d.  Provide the CO a copy of the Letters of Consent received from DSS granting such clearances prior to
assignment of any employee to duty at one of the following posts.

e. Ensure that the Contractor's facility is cleared as of the first day of the contract under guidetines established
by the NISP_ At least 80% of the security force shalt be cleared to the level of SECRET within 30 days of the
first day of the contract. Upon favorable completion of the investigation and receipt of Letter of Consent, the
Confractor shall submit a clearance visitation tetter to the CO validating that the employee has a vailid
SECRET securiy clearance.

f.  Ensure that the contract employees assighed to the positions indicated below possess a Secret security
clearance as of the first day of the contract.
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Bidg. V-10/-20

Bidg. V-24

Bidg. R-30

Locksmith

Security Roving Patrol, Main Base

Security Roving Patrol, Walops Island and Mainland

Standard: All requirernents ate performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

10.16.4 Uniforms, Equipment, and Materials
Requirement. The Contractor shall:

a.  Furnish and maintain in acceptable condition, at no cost.to the contract employees, all Rems of uniforms and
equipment necessary to perform work reguired by the contract.

k. Furnish each security guard with law enforcement grade equipment or equipment that meets Mil. standards
as described below.

¢. Furnish each shift supervisor, operations management personnel, and security guard a complete uniferm as
described below and shall ensure that all personne! are in proper uniform while on duty.

The uniform for uniformed management, supervisory, and security guard personnel assigned to the WFF will be
standard for alf personnel as indicated below. Administrative and technical support personnel shall be furnished a
uniform of industrial clothing, as agreed to by the Govemment, and sultable for performing the duties and
functicns of the position. Al personnel shall wear a nametag or have their name embroidered on their uniform
shirt and/or outer garment; however, all uniforms will be consistent. The uniform will consist of the foliowing:

180.16.4.1 Uniformed Operations Management, Supervisors, and Guards

- Shirt- short sleeve, white wiepaulettes (management and supervisars only)
- Shirt - shert sleeve, blue, w/epaulettes (security guards only)

B Stacks/Trousers — gray

- Hat - straw, navy, “Sheriff”

- Hat - winter, Antron, navy, fur, “Trooper”

- Hat Cover - plastic, rain

- Sweater - V-neck, black, military acrylic, w/epaulettes

- Jacket — winter, navy, “Bomber/Flight”

- Raincoat — yeliow, heavy gauge rubber laminated to textile base

- Tie — navy (men's/iwomen's)
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- Belt ~ trouser, black

- Belt — qun, black, “Sam Browne”

- Holster — black

- Ammunition Pouch - black

- 45 Rounds Ammunition -- service, 8mm

- Carrying Case ~ radio

- Fiashiight holder — black

- Key holder - black

- Belt Keeper — black

B Whistie — metal, sitver

- Totes — black

- insignia Bars — "Captain,” *Lieutenant,” “Sergeant,” etc.

- Chevrons, “Sergeant’ (supervisors only)

- Shoulder Markers — {supervisors and operations management only}
- Handcuffs — Peeriess, std. law enforcement, silver, wicase

- L.aw Enforcement Shields (one on the shirt and one on the hat) — to be furnished by the Government

10.16.4.2 Administrative Personnel

- Shirt — short sleeve, white, plain

- Slacks/Trousers — gray (men's/women’s)
- Sweater - zipper front, navy

- Tie - navy (men's/women’s}

- Belt - trouser, black (men only)

10.16.4.3 Technical Personnel

- Shirt - short sleeve, cotton or poly blend polo, gray

- Slacks/Trousers — gray, khaki

- Jacket — 3-seasons, black and green, “Bomber/Flight”
- Sweater — zipper front, navy

- Belt — trouser, black

- Carrying Case - radio

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SCPs.
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1017 Intentionally left blank

10.18 Reporting Requirements

Introduction: The Government needs to be cognizant of the activities of the Contractor and what is being
accomplished on a routine basis.

10.18.4 Routine Administrative Reports

Requirement. The Contractor shall:

a.  Bocument all work accomplished in accordance with the specifications provided by the CO.

Repatlt ta the CO significant actions accomplished on a reguiar basls and at times specified by the CO. The
reports must be easy o read and need to be completed in a consisteni manner to avoid any potential confusion
and shall be maintained on file by the Contractor. The report log will be made readily available for inspection by

the Govemment.

Provide a written report of alt secuwrity and security-related incidents within 24 hours of occurrence, making
immediate ncotifications as appropriate and required.

Compile statistical data; prepare recommendations, and present briefings conceming security controls for major
hazardous activities, secunty vutnerabilities, special escorts, and mission-specific events.

Comply with all "reporting requirements” in the Nationa! industrial Security Program, Operating Manual
{NISPOMY. All reports submitted external to the facility must be immediately brought to the attention of the CO.
The Contractor shall submit a copy of ali reports to the CO.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

10.18.2 Customer Satisfaction/Complaints

Requirement: The Contractor shall:

Provide security services that result in a high level of customer satisfaction. The Govemnment will evaluate

customer satisfaction using various forms of formal and informal customer feedback on all areas of operation.

Receive complaints from any parson concerning security, safety, and taw enforcement within the
Government's jirisdiction. Such complaints shail be promptly documented and reported to the CO for
resolution and disposition. The Contractor shall notify the CO of such complaints as specified herein but in
ne case more than 24 hours after the Contracior receives the complaint.
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Document ali forms of written, telephonic, email, and in-person customer comments and complaints received.

Provide, on a daily basis to the CO, a writen simmary of corrective actions taken on all forms of custorer
complaints received,

Make available the Contract Manager to discuss with the CO all instances of custorner dissatisfaction.

Se an active team member with the Government In seeking process improvements that result in higher levels of
fuiure custormer satisfaction refated to security services provided.

Standard: Al requirements are performed accurately, in a timely manner, and in accordance with ail references,
directives, and S0Ps,

10.19 Firearms/Weapons

infroduction: The authority of Contractor security personnel to detain and/or make arrests shalt be that of private
citizens as defined by the laws of the Commonwealth of Virginia except for those employees certified under the
Federa! Arrest Authority (EAA) Program. Security personnei shall be under a duty by virtue of employment under
this cantract to exercise that authority in the manner directed by the contract,

Reguirement: The Contractor shall:

Ensure that all management, supervisory, and uniformed security guard personnel be trained, qualified, and
certified in the use, safety, and responsibilities of carrying weapons; i.e., handguns and have successfully
completed training in the use of deadly force. The Government will provide a sufficient number of 9mm semi-
automatic handguns for all required fulidime and part-time uniformed personnet,

Ensure that all management, supervisory and uniformed security guard personnel are trained, qualified, and
certified in the use, safety, and responsibilities of using a 12-gauge shotgun. The Contractor shall provide two 12-
gauge shotguns.

Provide the necessary training to fulfill this requirement and shall bear alt liabifity for personnel armed and trained
under the Contracter's responsibility. If the CO determines Contractor employees do not possess requ ired
firearms proficiency training and guatifications, or if employees fail to successfully complete firearms sustainment
training, annual requalification, and in-service refresher training, the CO will direct the Contractor to immediatety
remave such employees from duty and provide gualified replacements at no addifional cost to the Government.
Enstire that all personnel authorized to carry firearms are certified under NASA, and Navy requirements and
guidelines. Training, re-certification, and qualification shall be conducted no less than twice annually for all
personnel authorized o be armed.

Ensure all Governmentfumished weapons are maintained in good working condition, serviced by a qualified,
certified armorer in accordance with DOD or equivalent standards.
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Ensure each member of the guard force required to carry a firearm complles with all current state and local
firearm suitability, licensing, and permit requirements.

Obtain a NASA and Commonwealth of Virginia handgun carry permit for each guard required to carry a firearm,
except where precluded by local law or ardinance, and maintain copies on file of the current firearm permits
for each guard. A copy of each guard’s permits will be provided to the CO at least three working days prior to
the anticipated assignment date of any individual. - All guards shail carry their permit on their person while on
duty. The GO shalf be immediately notified should such permits be terminated, revoked, or suspended at any
time and the guardis) affected shall be immediately removed from the post.

Posts and positions to be manned with armed management, investigative, supervisory, and/or uniformed security
guard personnel wilt be designated by the CO and may be changed or altered in accordance with Government
security requirements. Personnel who are not permiited to be armed because of nen-qualification in classroom or
on-range training for non-acceptance by the Commonwealth of Virginia standards or who have not yet been given
the specified fraining; e.g., new employees, will be permitted to man “unarmed” posts, if available, for a period of
one hundred twenty (120) days or until they have qualified or are certified by the Commonwealth of Virginia and
issued a handgun permit, whichever is sooner.

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,

directives, and SOPs.

10.20 Communications

Reguirement. The Contractor shall:

Ensure that the Confractor's base station, the Emergency Operations Center (EOC), and/or shift supervisor may
contact each ernployee on security duty within 1 minute. The Gavernment wilt furhish sufficient
communications equipment.

Comply with appropriate Federal regulations pertaining to ail communications.

Be capable of establishing radic communications within 1 minute with the EOC.

Standard: Al requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.
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10.21 Vehicles
Reguirement. The Contractor shall;

Provide an adequate number of patrol, technical support, and other necessary vehicies to support the security
requirements and conditions of the facility, to include, but not limited to: security patrols, locksmithing; electronic
security support, classified material pickup, transport, distribution, and destruction;, petimeter fence inspections;
beach inspections; and emergency response. Securify patrol vehicle types should include routine vehicular
patrol, ali-weather/ali-terrain, emergency response, and sguipment and material transporis.

Ensure that all vehicles are in working order and In setvice 2t all imes and provide for the performance of alf
routine maintenance and repairs to the vehicles, and shall provide for the replacement when any one of the
vehicies is removed from security service for repair or maintenance for a petiod longer than B hours.

Bear all costs of maintenance and upkeep, insurance and Hability, and outfitting all required vehicles. These
vehicles shall be dedicated to the exciusive use of the centract and shall not be removed from this contract
without prior approval of the CO.

Ensure that the usage of all of the Contractor-provided vehictes specified in this contract is restricted solely to
functiens in the performance of security services required under this contract and is not be used for personal
services by the Contractor's employees.

Ensure that all vehicles are American made. They may be used vehicles but cannict be more than six years old or
have more than 50,000 miles. They must be air-conditioned, in first class condition operationally and in interior
and exterior appearance. Vehicies smaller than sub-compact automobites and two-wheeled of three-wheeled
vehicles may be used only with the CO's approval.

Comply with the Commonwealth of Virginia inspection faws. Al vehicles will be properly identified and equipped,
as follows:

Marked “Security Patrol” in blue, 3-inch lettering {the location of the markings shall be approved by the CO)
Bar-mounted, integrat unit with sirens, external speaker, and flashing lights (red and blue emergency lights)
Govemment-fumnished, Contractor installed radio communications

First aid kit

Two class ABC 15-pound fire extinguishers

Highway warning devices (in accordance with federal MV5S125 A-A-21-28)

All parts and materials necessary to perform both routine and emergency maintenance and other repairs to the
Caontractor-provided vehicles

Standard: All requiretnents are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.
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10.22 Locksmith Services

Introduction: The Government considers the requirement for locksmith services as "key services' on the
contract. As such, any situation, which results in the inability to provide such service, must be approved in
advance by the CO. The Governiment plans a significant increase in the number of installations and maintenance
requirernents for electric strikes refated to electronic access control systems throughout the Facility.
Regquirement: The Contractor shall:

Provide certified locksmiths to provide continuous services on the Main Base and on Wallops isiand.

Provide locksmith services, inctuding but not limited to instaltation, repair, and preventative maintenance for:

AH mechanicat and electro-mechanical locks and locking systems;

Vaults and security containers;

Lock hardware in use at Government facilities, on filing cabinets, office equipment, and Government leased and
owned budllidings and vehicles;

Changing of combinations on security containers, safes, vauits, padiocks;

Keying and re-keying of all Best industrial lock and key systems cylinder cores, or other brands which the
Govemment may specify.

Provide configuration management of Federaf Specification FF-L-2740 (currently the Navy uses MAS-Hamilion X-
07} electromechanical combination locking devices on security containers, strong-room doors, and vaults.

Gpen locked containers and changing safe combinations.

Provide lock and key control including, but not limited to, receiving, securing, issuing, and accounting for all keys
issued o the Contractor or placed under the Condractor's control.

Combinate all cores and other series type locks and die stamp with series designation. NASA at WFF utitizes the
Best Universal 6-barrel and 7-barrel and Best Peaks 7-pin removable-type cores on all door hardware.

Make, duplicate, and issue kKeys.
Complete routine work within 2 workdays upon receipt of a request. Upon receipt of a key request, keys will be

issued within 1 workday. Cempletion of work requests within the prescribed time period is contingent upon
availability of locking hardware, locks, and/or keys and availability of support from the Government.
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Operate, maintain, and control a system of records for keys issued, returned, lost, etc. and shail maintain the
databases which are used for recording cores instafled/removed and keys issued, lost, replaced, ate. Information
shalt be entered and updated daily in the databases with no etrors.

Complete Standard Form 700, Secunity Container information, for all combination changes. The combination
shall be set when a safe/vault/lock is put into service. The combination shall be changed as required. The sealed
erwelopes wili be hand-defivered to the CQ the day the conthination is changed.

Maintain in serviceable condition the necessary equipment and materials for the lockemith fo satisfactoriiy
compiete the assigried duties and tasks. The cores and hardware will be free from dust, dirt, and debris and wili
function properly at ail times.

Maintain a current and comprehensive inventory of all spares, parts, fools, publications, and equipment required
to meet all requirements for services.

Research sources of iocksmith parts and supplies, prepare ordering invoices for approval and submission by the
Government for procurement/purchase.

Recommend solutions to lecksmith problems or recommend upgrades in service, equipment, and software to the
Government, which would result in cost savings, efficiency improvements, or improved customer service.

Configuration management and record keeping of approximately 600-1000 changeable core mechanisms, and all
corresponding masters, sub-master, and individual keys issued.

Provide an accurate inventory of all installed cores, Keys, and locations where installed, with any additional
amplifying information regarding a specific problem o situation.

Maintain completety equipped, Government fumished locksmith workspaces in Building V-10 and Building N-127
in a clean, efficiently organized condition, at alf times conductive to quality production and service.

Clean up on a daily basis, accumulations of trash, dirt, or any by-products of lacksmith work. Vehicles used by
locksmiths must be maintained in a clean condition inside and outside, with tools and parts stored safely and
neatly at all times. Qrganization and storage of ail parts, tools and materiais must meet of exceed Government
standards in effect.

Previde an accurate inventory and accounting for all specific uninstalied spares, tools, or devices required to
maintain the requirements of this contract within 2 hours of a request by the Government.

Provide an accurate, comprehensive inventory of afl accountable items in the Contractors custody, which are
required to meet the locksmith requirements of this contract within 4 working days of a request by the
Government.

Respond within 4 hours to a request for after-hours service, authorized by the CC, to cotrect an emergency
situation or to correct a problem that prevents the Government from accomplishing a mission requirement.

Maodification 154
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Standard: Al requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.

Modification 154
January 2008

10.23 Federal Arrest Authority

Introduction; NASA is respensible for protecting vital national security interests. in order to counteract
vulnerabilities, Section 206 of Public Law 100-685, November 17, 1988, amended Section 304 of the National
Aeronautics and Space Act of 1958. This Amendment authorized the Administrator to prescribe regulations, as

approved by the Attorney General, for the limited exercise of FAA

Requirement: The Contractor shall:

Ensure that afl employees granted FAA by NASA are certified graduates in accordance with the fraining described - [frzrmarted: Bullets and Numbering j
in, but not fimited to, NPG 1620.1, Appendix D, NASA Federal Arrest Authority Training. Training will be
provided by the Government.

Ensure that all employees in management supervisory positions receive the training and are certified and that AR ( Formatted; Bullets and Numbering ‘_)
there is at ieast one certified employee on duty per shift. -

Provide a writters report by a physician within the lim#s of an annual examination that the candidate to perform e {;e‘);matted: Builets and Numbering j
FAA duties is physically fit as weli as emotionaily stabie.

Ensure that the candidate has completed required inservice Use of Force training, intermediate to deadly force; + - [Formatted: Bullats and Numbering ”J
semiannual gualification with assigned firearm; judgmental shooting with the NASA Firearms Training System or
equivalent iraining system; and NASA regutations and Center implementing Instructions and training coneerning
FAA.

Fhsure that individuals authorized FAA carry the appropriate Miranda Advisement of Rights cards. RS [Formattad: Bullets and Numbennawj

Standard: All requirements are performed accurately, in a timely manner, and in accordance with all references,
directives, and SOPs.
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